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CAC Topology

* Important

— Provide standardization of ID
card

— Meet Geneva Convention Card
requirements

; 1\ Air I%rce
R M0 fctive Dut |
iy = \_»(\C Ve Ry — Prevent counterfeits
Christophe '
hiS1OR * ID theft — fastest white collar
———RE o o5 crime

INS Security Alerts
 Notify change in CAC topology
 Prevent fraudulent use of CAC




CAC Technology

Migrating to 64K Card (Approved) — Estimated March 2005
— Space: accommodate emerging space requirements

— Scalability: cost effective and provide solution for growing range of
technologies

— Flexibility: changeable access controls, remain vendor neutral
— Security: CAC certification FIPS 140-2 level 2 or 3

— Standards: work with NIST, biometrics, and Global Platform
PKI Applet

— |dentification Certificate

— E-mail Signing Certificate

— E-mall Encryption Certificate

PIN Management Applet

Demographic Data Applet

— Uses General Container Applet

— Data Grouped in 5 Instances
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DoD Approach to CAC

e CAC is the identity token
—Minimal data on card
—Card is key to network (PKI)
—PKIl Is basis for authentication
* Why this approach?

—Synchronization of card data to database
record is key to protecting data

Not a data storage device
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It’s Not Technology — It's BUSINESS

* [ssuance process
 [dentity proofing and vetting
—Most important part of issuance process
* Policy for who receives credential
—Qutliers
* Volunteers
* Non-appropriated fund civilians

Technology + Policy = BUSINESS



CAC Status

* Initial operating capability CY 2000
* [ssued to 91% of target population
* Web-Based CAC tools

* NEXGEN CAC

* Personnel Identity Protection (PIP) Program
Directive: DoDD 1000.25
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CAC Issuance Statistics

5,800,020 CACs Issued

as of 30 August LS. Navy
iUnterminated issued 3,135,670 of
approx. end strength of 3.45M) B U5, Army
_1!3155902 2!253 !545 Ml .5 Marine cﬂljps
A M 1.5, Air Force

= DHS { Coast Guard)
H DoD Apencies
O Other

5 184 B Dept. of HHS (PHS)

O Dept. of Commerce
1,322,782 NOAA)

490,017

207

50,582 266,398
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CAC Tools

* Web-Based Systems
— Contractor Verification System (CVS)
— Defense National Visitor’'s System (DNVYS)

— Defense Cross-Credentialing Identification
System (DCCIS)

— Defense Biometric Identification System
(DBIDS)

— User Maintenance Portal (UMP) /
Post Issuance Portal (PIP)

— CAC PIN Reset (CPR)

— Central Issuance Facility (CIF)
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DNVS

/) DMYC Authentication Result - Microsoft Internet Explorer |5

File Edt \iew Favorites Tools Help ﬁ
GBack » = - &) 7t | Qhsearch  (GFavortes EMedia ¢4 | B\ S e

Address I@ http: ffwebde,int.dmdc.osd. milf appiflymhmanual do j @Go Links
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DNVC Authentication Result

Mame: Jane Elizabeth Johnson

Association Mawy Uniformed Service/FPersonnel
Photo: Photo Found

Fingerprint Fingerprint Found

Compare Fingergrints...

authenticate new wisitor

|&) Dore l_ l_ l_ | meernet

K1
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DBIDS Handheld Sample Screens

hz3{1]2]3]4[s]6[7[8]9]0]-
Tabla[wle[r [t]yJuli[o][p[L]]

caPlals[d[f]aln]i[k[1];]" _ _
shift[z[x[c[v[b[n]m][.[. [/]+ Continue Exit
ctfai] " [\ ] [[r]<]-

Logon Screens= Click ‘OK’ and ‘Continue’

< 4:45 @ ;{i:.}' Gate Access v.2.2.0
ID #: 030401813

Driving Status |
Plate: [1231416 |

Ownst: [HAM, Kl |

Safety Sticker

¥ |Gate Access v.2.2.0

¢ 445 (D
ID #: 030401813

Plate: [1231416 |

Qwners [HAM, Kl |

Ready to go!

Skatus:

Make: [Ford | Model: [TaURUS | Make: [Fard | Modsl: [Taurus | May view multiple
vear: [4f1f57 | Colon:[SIvER | Yea: [4/j57 | Con[SivER | owned vehicles
Type:  [SOFA | Tvpe: [soFa | If applicable
Notes: |<Me vehicle Motes= Mates: | =M wehicle Motes:=

Wehicle 1D 1D Scan Yehicle 1D 1D Scan

Safety Sticker Scan = Driving Status
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Just need stickers

Wehicle

PASS

BASE ACCESS GRANTED

.i{?,:i' Gate Access v.2.2.0 < 4:45 @ Gate Access v.2.2.0 < 4:45 @
NetMotion User Logon @ Full Mame Full Mame
Enter & User name and [MCGEE, PATRICK 1 [MCGEE, PATRICK ] |
CC{‘ ’})) passward For your Rank [ Pay Grade Rank f Pay Grade
= MetMotion network. T T |
User Mame , 1D Mumber 1D Tvpe 1D Mumnber 1D Tvpe
|bid5_adm|_hh | Switch languages 000000000 |[==m | [poooo0000 |[==m |
@ click of button i Weight Height Date of Birth Weight Height
Password 0000y 255 b= : [oo00;06/24 | |z=5bs. ] 77" |
Dornain Default. set by ;:::’CCIE Adrin || Hangul i ;:::’CCIE Admin || English i
|BIDS'ADML'HH v| Admin/SSM Person's Person's

Wehicle

ID Scan = Pass

Barcode Scanning

Gate Access v.2.2.0 £ 4:45 @

Vehicle Information

Gate Access v.2.2.0

¢ 445 (D
Vehicle Information

Owner: [MCGEE, PATRICK

Make:

Owner: [MCEEE, PATRICK

| |

[Ford | Medel:musTanc 6T | Make:  [Ford | Medel:MUSTANG T |

Year: [7ijoo | Color: LT BLUE | vear: [71joo | Color: LT BLUE |

Pt #: | 1231347 | b s, 1231347 |
Showing Yehicle 1 of 1 Showing Vehiclz 1 of 1

wehicle Search I Scan

Yehicle Search 1D Scan

This Persons Vehicle = Driving Status
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! Gate Access v.2.2.0 oz 4:45 @ i

Gate Access v.2.2.0 o 4:45 @

Full Mame Full Mame Full Mame Full Mame
[YOMGSAN, GATE 20 | [romGSAN, GATE 20 | g’ oy [TEST, TST [TEST, 15T |
Rank f Pay Grade Rank | Pay Grade S M Rank / Pay Grade Rank | Pay Grade
[vISITOR  TEMP | [vISIToR  TEMP | 6 cnion [Urakrcin | r [Urakrcin |
10 Mumber ID Type 1D Mumber 1D Type i: i f 1D Mumber 1D Tvpe il i f 1D Mumber 1D Tvpe
|.nzvznuum [T | [zvz00001 [T | [z55000002 |[==m [555000002 |[55m |
Dake of Birth Weight Height Date of Birth Weight Height: Date af Birth Weight Height Date af Birth Weight Height
[z00zi06/20 [oolEs. | oo | [2002i08/20 | [pooks. ] [oo" | [z002/01/01 |1uu bs. | |55" | [z002}01/01 | [tools. ] [== |
Yehicle Wehicle : : Checked & Validated wehicle wehicle : "
Adrnin Hangul This Lok Admin English This Sl Adrnin Hangul This Sl Adrnin English This
Person's Person's o . , Persan's Person's
Yehicle | **Valid ID’s Yehicle Vehicle

INVALID ID CARD

* EFPCON Access

O ACCESS AT THIS FORCE
PROTECTION LEVEL

S TABASE 222

ID Scan = Access Denied FPCON Level

eAccessv220 ¢ 445 (D oz 45

ID Scan = Invalid Card (replaced by newer one)

Gate Access v.2.2.0 < 4:45 @ Gate Access v.2.2.0 < 4:45 @

** Expirations

ate Access v.2.2.0

Full Mame: Full Mame p Full Mame Full Mame
[TEST, T3T [tEST, 157 ; p'ﬂ: [TEST, 15T [TEST, 15T |
Rank f Pay Grade Rank [ Pay Grade B “d  Rark/Pay Grade Rank f Pay Grade
[LMENC WM | L G | ** Days/Times I (UKo | 't [N |
f i f 1D Mumber ID Type il i D Numbgr/ 1D Tvpe Allowed ﬁ: i f 1D Number 1D Tvpe ﬁ. i f 10 Murnber ID Type
[s58000002 |[55m [5550mm00z ||52m | 358000002 |[55m 855000002 | =0 |
Date of Birth Weight Height: Date of Birth wieight Height Date aof Birth Weight Height Date of Birth Weight Height
[z00z2 0101 | [tooibs. ] [z | (200204701 | [100mks. ] [55" | [200z/01/01 [to0fbs. ] [55" | [2onziotog | [1o0Mks. ] =5 |
;:::’CCIE Adrnin Hangul This gg';'rf:lﬁ Admin English This ;:::’CCIE Adrnin Hangul This ;:::’Cclﬁ Adrnin English This
Person's Person's Person's Person's

Wehicle

SPN

HIS ID CARD IS EXPIRED

Wehicle

w2/ 20] A I A2

ID Scan = Expired ID Card

‘ehicle Wehicle

0 ACCESS ON WEDNESDAY

=26t 220 Otd

ID Scan = DBIDS ID was for Sat, Sun Only
11
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Program Successes and Shortfalls

e Overall success
— Logical access process
— Standards for technical implementations
— Network capable tools

e Shortfalls
— Physical security
e Standard processes
— Technical guidance (HSPD-12)
— DoD supports PACS 2.2

Technology + Policy = BUSINESS
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The FiIXs Federation

A DCCIS ldentity protection and management partner

A Cross Certification and
Interoperability Pilot
of Credentialing, Identity Management
and Protection

Ron Parsons
Co-Chair: FEGC
Co-Chair: FiXs Federation
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New Concept Requirements

 One credential vs. many for any individual

* Multiple characteristics vs. one for access
(system/organization)

* Interoperability for cross-credentialing
e Maintenance of data privacy

e Satisfies new policies for Personnel Identity
Protection

* Build, test and deploy new system components on a
continual basis




Satisfying the “Missing Piece”
for a Cross-credentialing Identification System

e DoD can strongly identify it’'s core members via the DoD
Person Data Repository (ID + Biometric)

e DoD does not have a chain of trust for ‘outside’ members

— Example: Contractors, other government agencies or delivery and
repair personnel

* Need for a ‘federated system’ to identify and assign privileges
to personnel but maintain privacy

* Need for an inter-operable trust model with Industry and other
Agencies

15



The FiIXs Federation & DCCIS OBJECTIVES

1) Satisfy current policies, standards and processes with a standard
automated access control system (To include compatible trust
policies for both physical and network access).

2) Produce the Proof of Concept (PoC) and Pilot for a target “Defense
Cross-Credentialing ldentification System (DCCIS)”

3) Create a Federated credentialing system between government and
Industry where the information on individuals remains with, and
under the control of, their parent organizations.

4) Develop interoperable system concepts for accessing and
validating contractor(s) and government credentials at U.S

facilities and temporary overseas duty stations.

5) Produce metrics evaluating the objectives.

16
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FiXs Federation & DCCIS MOU Documents

Trust Statement

Policy Document

Operating Rules

Technical Specifications

17

Memo of Understanding
(signed by senior executives
of Government and Industry
organizations participating)
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Concept of Operations

DoD: Uses existing Common Access Card (CAC) and reconciles trust
models with Industry trust models.

Industry: Authorized Company Security Official issues FiXs Federation
token (or reference ID based on company issued credentials) for purposes
of identity authentication only using DCCIS requirements.

— Strongly-bound biometrics (2 fingerprints)
— Hi-resolution facial photo
— Is responsible for revocation of credential and notification to the “network”

Base Security: Uses FiXs Federation DCCIS token (or reference ID) to
authenticate identity and then uses local policies to grant privileges.

— Accepts Company data and revocation; adds/deletes authorized base accesses
— Validates biometrics, local privileges, revocation status

— Allows or denies access

— Local policies and procedures remain enforced

DoD Components: Utilize the National Visitor Center and DBIDS
infrastructure to facilitate the FiXs/DCCIS enterprise deployment.

18
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FIXs Federation & DCCIS Architecture

FiXs/DCCIS Vetting

FiXs/DCCIS- s JPAS DNVC

Compliant Facility (future)
FiXs DCCIS pccis DoD DB

One-way feed

Photograph FiXs Enroliment (subset of
Finaerorint gzesders Enrolling |} Operators DEERS)
Jetp . Statlon Must Be DEERS
[ Token Writer | Trained and

Certified!

— ~  DCCIS Trust
FiXs Contractor § P — DoD
Contractor DDS Broker DDS
DB
HSM

1 HSM

CAC Reader /

Internet/DI

Fingerprint Reader
et Manned Manned Bar Code
CAC Smart Card Reader ‘ Stations Stat.ons Reader
Token Reader Fingerprint

.

.

@f/\”\/ (Alr Gap>

Reader

Local/Enterprise * Local
Physical Access PhyS|caI Access
Control System Control System

19
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FiXs Federation & DCCIS Design (Continued)

* Web-Based interfaces between all organizations.

— Each web-site uses strong authentication

— Hardware Security Modules (HSM) ensure secure server-to-server
communications

* Four types of web-based access, served from FiXs/DCCIS Domain
Server (DDS).

— Enrollment website issues basic identity, binds biometrics and photograph;
submits record to DCCIS database

— Authentication website collects initial data (name, “home” company,
E!XSIDC_CIS token — if available), checks with “home” DDS, compares
lometrics

— Accepts requests for data from FiXs/DCCIS Trust Broker; Sends biometrics

— Administrative interface allows local site management

e Authentication workstation (kiosk): Displays stored photograph, compares
biometrics, sends Match/No-Match determination to local site security officer —
data remains under control of parent organization.

20
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Participating FiXs Federation Organizations
(As of Fall 2004)

4% Anteon « NACHA

% BearingPoint » FEGC

% DSA, Inc e Liberty Alliance

% EDS e American Logistics Assoc

* WaveSystems

% Intelli-Check

« SAIC
% Northrop Grumman . ActivCard
Corporation
 BIO-key

4% SRA International, Inc.
% Lockheed Martin

 Corestreet
e ChoicePoint
e |dentix

* Neustar

* Verisign

21



Information and Technology for Better Decision Making

Participating Government Organizations

* ASD(NII) -- Directorate of Information Assurance
e USD(l) -- Physical Security and Force Protection
 DMDC

e Access Card Office

 PKIPMO

* DIAP

e BMO

* Army PEO-EIS

e NSA

e GSA -- AIWG

e OMB -- e-Authentication Portfolio Manager

e Department of Interior

e United States Postal Service

22



Initial Fielding Sites

e DMDC -- East Coast and West Coast

* Wright Patterson AFB (Office Complex)
* Kirkland AFB (Office Complex)

* Northrop Grumman Corporation -- McLean, VA & Reston, VA
e SRA International, Inc. -- Fair Lakes, VA
e Bearing Point -- Alexandria, VA

e EDS -- Alexandria, VA

* Anteon — TBD (Navy site?)

 Lockheed Martin

e Ft. Monmouth (Myer Center)

e US Dept of Interior (?)

 Other Federal Agencies (?)

23
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DoD Reference Guides

 DoD has:
— Policy
e Dr. Hamre Memo, November 10, 1999
 Smart Card Technology Directive 8190.3
* DoD Personnel Identity Protection Directive 1000.25
— Technical Specifications
 Middleware Specification
* Pre-Issuance Specification
— Guidance and Legal Decisions
e April 2002 CAC Policy Memorandum
* Foreign Nationals

24
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Summary

* For each technology on the card exists a single
point of failure,

—The fewer the technologies =the less points of
failure

— Minimize the technologies to address current
and anticipated future requirements

 Technology will evolve and change will happen -
remain flexible and open-minded

 As a successful program meeting business needs,
we continue to support initiatives to use
credentialing as DoD business processes

25
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Questions?

Mike Butler
cacsupport@osd.pentagon.mil
(703)696-7396

26
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