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1.  INTRODUCTION

This document contains procedures that enable qualified personnel to conduct an Application Security Readiness Review (SRR).  The Application SRR assesses compliance, in part, with DISA’s Recommended Standard Application Security Requirements (Version 2.0 dated 11 March 2003), though in order to streamline the SRR process, this Checklist does not cover all of the requirements in that document.  

DISA Field Security Operations (FSO) conducts Application SRRs to provide a minimum level of assurance to DISA, Joint Commands, and other Department of Defense (DOD) organizations that their applications are reasonably secure against attacks that would threaten their mission.  The complexity of most mission critical applications precludes a comprehensive security review of all possible security functions and vulnerabilities in the time frame allotted for an Application SRR.  Nonetheless, the SRR helps organizations address the most common application vulnerabilities and identify information assurance (IA) issues that pose an unacceptable risk to operations.

Ideally, IA controls are integrated into the entire development life cycle, including phases related to requirements gathering, design, development, quality assurance and testing.  The Application SRR typically occurs when an application is in production – i.e., when a cycle has already been completed.  Many of the Application SRR findings can be fixed with patches to code or modifications to application infrastructure.  Others may involve more significant changes and thus form the basis for enhancements to future releases of the application.

1.1
The Scope of a Review

An Application SRR encompasses all of the server-side components of an application, including, but not necessarily limited to the following items supporting the application:

· Application code

· Web server(s) 

· Database server(s) 

· Directory and authentication device(s) (e.g., Windows domain controllers, RADIUS, etc.)

· Firewall(s)

· Network and enclave configuration required to support the application

· Operating system platforms for any of the above

During a full application review, an SRR is performed on each of the listed components in addition to the Application SRR itself.  For example, if an application infrastructure consisted of a front-end web server running on Windows and a backend database running on UNIX, then the full review would consist of Web Server, Database, Windows and UNIX SRRs.  A penetration test will also be performed.  

If this review is a full system baseline all components would be evaluated.  If this review is an ST&E validation or a re-accreditation and current reviews exist for these components, only the penetration test needs to be completed at the time of the application review.  A current review is defined as a review performed based upon the current STIG.  A review is also deemed to not be current if the operating system or component has been reinstalled since the last SRR.

The Application Checklist does not presume any specific vendor’s technology is included in the application architecture.  Rather, the checks and findings are generic and can apply to any technology.  Nevertheless, future versions of the Checklist will include step-by-step guidance for leading software products to expedite and ensure the consistency of reviews of the most commonly utilized application components.  

The Application Checklist was designed to be used with both COTS and GOTS.  In some cases not all checks can be performed at this time, because access to the source code is required.  As some of the checks become automated through the use of tools, more of the checks will be able to be used for GOTS.  

Future versions of the Checklist are expected to provide instructions for the following web servers: 

· Microsoft Internet Information Services 5.0 and 6.0 

· Apache HTTP Server 2.0.48

· Netscape Enterprise Server 6.1

Future versions of the Checklist are expected to provide instructions for the following database servers:

· Microsoft SQL Server 7.0 and 2000 

· Oracle Database 9i

Some application elements are outside the scope of the Application SRR.  These include:

· Configuration and behavior of web browser clients

· Application development methodology

As security is only as strong as its weakest link, a complete security review would involve both the client and server components of the application, but in the case of web browsers, the reviewer does not have access to all the potential clients who may access the application.  Therefore, it is not feasible to include these web browsers in the review.  Fortunately, organizations that comply with the browser requirements listed in the Desktop Application Security Technical Implementation Guide (STIG) should be protected against known browser-based application attacks.  Application developers should independently ensure their applications function properly with STIG-compliant browsers (which is not validated during the Application SRR).  

The Checklist also does not concern itself with the development process, which is of course critical to ensuring the security of the end product.  The Application SRR examines the application at a single point in time, most likely in production or just prior to release.  To obtain high levels of assurance for large mission critical applications, organizations may wish to consider application certification under the National Information Assurance Partnership (NIAP).

If the application contains a guarding solution, the results of the ST&E of the guarding solution should be included as part of the ST&E for the application.  The scope of the review using this checklist will end at the beginning of the guarding solution.

The Application Checklist is not an appropriate evaluation for systems that perform multi-level classified processing.  Only NSA approved devices in the approved configuration are appropriate in these environments.  These types of checks are outside the scope of this review.

1.2
Pre-Review Activities

This document specifies duties to be completed by a team lead and a reviewer.  In some cases, this may be the same person.

To make best use of time on-site, the team lead should perform the following activities prior to arrival, listed in suggested sequence order:

· Work with site to identify to personnel to assist the reviewer with the Application SRR (one or more individuals available to answer the reviewer’s questions, provide access to source code and provide access to privileged user interfaces as required).

· Determine scope of review (what systems, software and features will or will not be included)

· Obtain an inventory of all the in-scope components of the application infrastructure (OS, database, third-party middleware, libraries and other components), including version information.

· Obtain and review the System Security Authorization Agreement (SSAA), especially its test plan results, which can sometimes be used in lieu of detailed SRR testing.

· Obtain a copy of the Application Classification Guide.

· Obtain a matrix of user types and associated functions within the application.  This is usually part of the SSAA.

· Obtain dataflow diagram.  This is usually part of the SSAA.

· Obtain necessary approvals for physical and logical access to in-scope components.  Submit appropriate DISA Form 41s for access to the site.

· Obtain signed SRR coordination memo in which site management accepts the review’s scope and the operational risk associated with performing the review.  

· Work with site to coordinate the use of a client machine to be used for testing.

The reviewer should perform the following activities prior to arrival, listed in suggested sequence order:

· Acquire a general knowledge of the application, including what it does and the user community it serves.


· Review the test plans supplied by the site and identify the checks that will meet the intent of the checks in this checklist.  

· Review a copy of the Application Classification Guide.

· Review the matrix of user types and associated functions within the application.  This is usually part of the SSAA.

· Review dataflow diagram.  This is usually part of the SSAA.

· Determine which checks will be performed on Test systems versus production systems and the hours each system is available for observation and SRR testing.

· Submit change requests (if the site requires approvals for temporary changes during testing)


The term “application representative” is used hereafter to denote personnel to assist the reviewer with the Application SRR.  The application representative may be a program manager, application developer, systems administrator or other individual with sufficient knowledge and access to the application to permit the reviewer to complete the review.  In some cases, the application representative role may be split among two or more individuals.  

1.3  SRR Equipment

To complete an SRR, the reviewer will require a site provided client machine to test client portion of the application.  Browser checks are written for Windows clients.  If the application uses a Unix client, the team lead will work with the site to determine the client requirements

If the application is web based, the machine must be configured with STIG-compliant configurations of the Microsoft Internet Explorer (IE) web browser.  The following configuration tables will be used to configure the IE web browser.  

The following configuration changes should be made via selecting Tools then Internet Options from the IE menu:

	IE INTERNET OPTIONS

	CATEGORY
	PARAMETER
	REQUIRED SETTING

	General
	Home page – Address
	about:blank
    [or]
 [A trusted site or the name of a local file]
[Preferred]

	Security
	Security level for this zone
[applies to all zones]
	Custom level
[See Security Zone Settings in the following section.]

	
	Local intranet – Sites
- Include all local (intranet) sites not listed in other zones
- Include all sites that bypass the proxy server
- Include all network paths (UNCs)
	
Disable

Disable

Disable

	Privacy
[IE 6.0 only]
	Settings
	Medium High
    [or]
High
    [or]
Block All Cookies

	Advanced
	Automatically check for Internet Explorer updates
	Disable

	
	Enable Install On Demand
(Internet Explorer - [IE 6.0 only])
	Disable

	
	Enable Install On Demand (Other)
[IE 6.0 only]
	Disable

	
	When searching
	Do not search from the Address bar
    [or]
Just display the results in the main window
    [or]
[No option selected]

	
	Check for signatures on downloaded programs
[IE 6.0 only]
	Enable

	
	Do not save encrypted pages to disk
	Enable [Preferred]
[see note following table]

	
	Use Private Communication Technology (PCT)1.0
[IE 5.5 only]
	Disable

	
	Use SSL 2.0
	Enable [Preferred]

	
	Use SSL 3.0
	Enable

	
	Use TLS 1.0
	Enable

	
	Warn about invalid site certificates
	Enable

	
	Warn if changing between secure and not secure mode
	Enable

	
	Warn if forms submittal is being redirected
	Enable


The following configuration changes should be made via selecting Tools then Internet Options from the IE menu.  Select the Security Tab.  Select each of the zones (one at a time), and then select custom level.  Ensure the parameters for each level match those listed in the following table.

	SECURITY ZONE SETTINGS

	PARAMETER
	INTERNET ZONE
	LOCAL
INTRANET 
ZONE
	TRUSTED
SITES
ZONE
	RESTRICTED
SITES
ZONE

	Download signed ActiveX controls
	Disable
	Prompt
	Disable

	Download unsigned ActiveX controls
	Disable
	Disable
	Disable

	Initialize and script ActiveX controls not marked as safe
	Disable
	Disable
	Disable

	Run ActiveX controls and plug-ins
	Prompt
	Prompt
	Disable

	Script ActiveX controls marked safe for scripting
	Prompt
	Prompt
	Disable

	Allow cookies that are stored on your computer
[IE 5.5 only]
	Prompt
	Enable
	Disable

	Allow per-session cookies (not stored)
[IE 5.5 only]
	Prompt
	Enable
	Disable

	File download
	Enable
	Enable
	Disable

	Font download
	Prompt
	Enable
	Disable

	Java permissions
[See notes on the 
Java VM in the following text.]
	Disable Java
[Preferred]
[or]
Custom
	Custom
	Disable Java

	Access data sources across domains
	Disable
	Prompt
	Disable

	Allow
 META REFRESH
[IE 6.0 only]
	Enable
	Enable
	Disable

	Display mixed content
[IE 6.0 only]
	Prompt
	Enable
	Disable

	Don’t prompt for client certificate selection when no certificate or only one certificate exists
	Disable
	Disable
	Disable

	Drag and drop or copy and paste files
	Prompt
	Prompt
	Disable

	Installation of desktop items
	Disable
	Prompt
	Disable

	Launching programs and files in an IFRAME
	Disable
	Prompt
	Disable

	Navigate sub-frames across different domains
	Prompt
	Enable
	Disable

	Software channel permissions
	High safety
	High safety
	High safety

	Submit non-encrypted form data
	Prompt
	Enable
	Disable

	Userdata persistence
	Disable
	Enable
	Disable

	Active scripting
	Enable
	Enable
	Disable

	Allow paste operations via script
	Disable
	Prompt
	Disable

	Scripting of Java applets
	Prompt
	Enable
	Disable

	User Authentication – Logon
	Prompt for user name and password
	Prompt for
user name and
password
	Anonymous logon


Each browser must have four user profiles, each associated with one of the following:

· A valid DOD PKI Class 3 client certificate

· An expired DOD PKI Class 3 client certificate

· A revoked DOD PKI Class 3 client certificate

· A client certificate issued by a non-DOD certificate authority

SRR procedures use these various certificates to check whether the application recognizes improper authentication credentials. 


Not all applications utilize browsers or certificates.  In these cases, the reviewer must work with the application representative to determine the appropriate course of action for client configuration, which might involve the installation of additional client software on the client.  

1.4  Recording Results

Once information is gathered and evaluated, the reviewer can record findings of Potential Discrepancy Items (PDIs) in the SRR Results Report included later in this document.

Results are also entered into the Vulnerability Management System (VMS).   The application is entered as its own asset and the AppSec Potential Discrepancy List (PDL) is applied to that asset to form an application security module.  

1.5  Severity Codes

Each PDI has an associated severity code.  The severity codes range between I and IV and are defined as follows:

· Category I findings are any vulnerability that provide an attacker immediate access into a machine, gain superuser access, or bypass a firewall.

· Category II findings are any vulnerability that provides information that has a high potential of giving access to an intruder.

· Category III findings are any vulnerability that provides information that potentially could lead to compromise.

· Category IV vulnerabilities, when resolved, will prevent the possibility of degraded security.

1.6   Organization of the Checklist

The remainder of the document is divided into the following sections:

· Section 2 (SRR Report) provides a form on which reviewer will document the overall components of the applications.

· Section 3 (Review Procedures) provides a form and an explanation for each of the PDIs.  

· Appendix A (Document Change Log) lists the changes made to the document (Note: there are none currently since this is the first release of the Checklist).


· Appendix B (List of Acronyms) lists the acronyms used in the document.
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2.   SRR REPORT

Unclassified UNTIL FILLED IN

CIRCLE ONE

FOR OFFICIAL USE ONLY (mark each page)

CONFIDENTIAL and SECRET (mark each page and each finding)

Classification is based on classification of system reviewed:

Unclassified System = FOUO Checklist

Confidential System = CONFIDENTIAL Checklist

Secret System = SECRET Checklist

Top Secret System = SECRET Checklist 

2.1  Reviewer Information

	Reviewer Name
	

	Reviewer Phone number
	Commercial:                                                  DSN:

	Reviewer e-mail address
	

	Reviewer SIPRNet e-mail address
	

	Application Checklist version
	

	Date of review
	

	Date of report
	


2.2  Site / Organization Information

	Organization Name
	

	Primary Address

Street Address

City, State ZIP


	

	Application Representative Name
	

	Application Representative Phone number
	Commercial:                                                  DSN:

	Application Representative e-mail address
	

	Application Representative SIPRNet e-mail address
	


2.3  Application Information

	Application Name
	

	MAC Level
	

	Classification
	


2.4  Server Overview

List all of the application servers, regardless of whether it they are reviewed or not.  If a an OS SRR has been or will be performed on that server, place a “Y” in the “Reviewed?” column to the right of the “Operating System and Version” column.  Otherwise, enter an “N.”  For each server, note what application software and version is installed (web, database, LDAP, etc.) and whether or not SRRs have been or will be performed on those components.  

	Host Name
	IP Address / Mask
	Operating System and Version
	Reviewed?
	Application Service Software and Version
	Reviewed?
	Physical Location

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	


If previous reviews exist, list Trip Names:_____________________________________

 _______________________________________________________________________

Penetration Test Information

	Network Address
	ISS Job ID
	Function
	Type of Scan

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	

	4
	
	
	
	

	5
	
	
	
	


3.   CHECKLIST INSTRUCTIONS

Unclassified UNTIL FILLED IN

CIRCLE ONE

FOR OFFICIAL USE ONLY (mark each page)

CONFIDENTIAL and SECRET (mark each page and each finding)

Classification is based on classification of system reviewed:

Unclassified System = FOUO Checklist

Confidential System = CONFIDENTIAL Checklist

Secret System = SECRET Checklist

Top Secret System = SECRET Checklist 

For each PDI, check whether it is a finding or not a finding in the Status column.  In cases in which the PDI is not applicable, check “Not Applicable” (e.g., guidance for marking NA is included in the instructions).  If a PDI is relevant to the environment, but you are unable to evaluate it for whatever reason (e.g., access restrictions or time limitations), then check “Not Reviewed”.   Reasons for not reviewing items should be included in the module text of the review.

Each check identifies the severity of the finding.  If the severity of the finding is variable, the checklist gives instruction on determining the appropriate severity.  The default severity in VMS is highest possible severity code for the finding.  Additionally, each check is marked Test, Production or Test or Production.  Items marked as Test should be done in a Test only environment.  These items are to be performed in a test environment to minimize potential interference with the production workload.  It is assumed that the code in the test system is identical to that on production.  Items marked as Production should be done in a Production environment, if present.  These items are to be performed in a production environment because the configurations may be significantly different than those in test.  If a production environment does not exist, these checks can be performed in a test environment.   This should be noted in the module text.  Items marked as Test or Production can be performed in either environment.

Sections identified in the reference column refer to sections in the Recommended Standard Application Security Requirements Version 2.0 unless another document is referenced.  References designated by a 4-digit code with a dash then a numeric are DODI 8500.2 IA control references.  If these IA controls are present, a Mac and Confidentiality level associated with the controls is also present.  For example, IAIA-1 is listed as the control number, then 1-CS, 2-CS, 3-CS is also listed.  This means this control applies to Mac 1 systems that contain classified and sensitive data, Mac 2 systems that contain classified and sensitive data, and Mac 3 systems that contain classified and sensitive data.

In addition to the checks listed in the following sections, there are ten additional PDIs in VMS.  These PDIs are numbered APP2110-APP2200.  They are to be used for additional checks identified in the application’s test plan that are not covered by this checklist.  If not used, these checks should be marked as Not Applicable.  If used, the reviewer will need to update the severity code of the finding based upon the definition listed in Section 1.6.

3.1  Identification and Authentication (I&A)

The checks in this section examine how users and processes authenticate their identity.  To test I&A functions, the reviewer will likely need his or her own user account.  I&A functionality and behavior may be validated on a test rather than a production system so long as the test environment is sufficiently equivalent to the production environment to make the test valid.  

Before starting this section, identify all the areas of the application that involve I&A activity and apply the checks to each of these.

Checks in this section that are based upon PK-enabling are required only on unclassified systems.  If the system is completely contained within a classified environment, these checks should be not applicable.

	CAT
	II, IV       
	APP0120: The application is not PK-enabled. 
	Environment: Production


	N/A
	Pass
	Fail
	#
	Policy
	Reference

	
	
	
	1
	Instruction: 

If the application is completely contained within a classified environment, this check is Not Applicable.  (This item is only required only on unclassified systems.)

If the application’s predominant user community is not required to use DOD PKI certificates for authentication (e.g., retires, dependents and academics). This check is Not Applicable.   

If the application is the Defense Message System High Grade of Service application, this check is Not Applicable because this application is not covered by this requirement.

Ask the application representative if an application is PK-enabled.  If the answer is no, then the reviewer records a finding.  If the answer is yes, the reviewer validates this claim.

To validate the claim, determine what components of the application are PK-enabled (most likely authentication) and work with the application SA to identify an appropriate account and certificate combination to use to test the PK-enabled features.  If the features do not work as claimed, this is a finding.  

The reviewer may also be able to validate whether or not the application is PK-enabled by examining the configuration of platform components, such as web server or operating system software.  Use of Secure Socket Layer (SSL) alone does not constitute a PK-enabled application.

Severity Determination:  If the application is a Mission Category I application operating on an unclassified network.  These applications must already be PKI-enabled.  This is a CAT II finding.

All other applications must be PK-enabled by 30 Sept 2007.  This is a CAT IV finding.  


	4.2.3 

DCBP-1, IATS-2 

1-CSP
2-CSP

3-CSP                                                                                                                                                                                                                                                                                                                      

	Comments:

	

	

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	

	Cat II
	
	Cat IV
	


	CAT
	II, IV
	APP0125:  The application utilizes a PKI other than DOD PKI.
	Environment: Production


	N/A
	Pass
	Fail
	#
	Policy
	Reference

	
	
	
	1
	Instruction:  If the application is completely contained within a classified environment, this check is Not Applicable.  (This item is only required only on unclassified systems.)

If APP0120 is determined to be a finding, APP0125 is also a finding and the severity code should reflect the severity code for APP0120.

Ask whether the application utilizes PKI certificates other than DOD PKI certificates.  If the answer is yes, this is a finding.  If the answer is no, then validate the claim by examining the certificates assigned to Certification Authorities.  Only Certificates associated with DOD PKI  or DOD approved CAs (DST IECA, ORC IECA, and Versign IECA) should be present.  If certificates from other certification authorities are present, this is a finding.


	4.2.1, 4.2.13

DCBP-1, IATS-2 

1-CSP
2-CSP

3-CSP                                                                                                                                                                                                                                                                                                                      

	Comments:

	

	

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	I, II, IV
	APP0130:  The application honors invalid certificates.


	Environment: Production


	N/A
	Pass
	Fail
	#
	Policy
	Reference

	
	
	
	1
	Instruction: If the application is completely contained within a classified environment, this check is Not Applicable.  (This item is only required only on unclassified systems.)

If APP0120 is determined to be a finding, APP0125 is also a finding and the severity code should reflect the severity code for APP0120.

If the application is a web-application that utilizes client certificates, validate the proper functioning of the PKI-functionality using a laptop configured for the Application SRR and an expired and revoked certificates.  This laptop contains three user profiles: one with a revoked certificate, one with an expired certificate and one with an improperly signed certificate.  Log on each of the user accounts for which there is an associated “bad certificate” profile and perform selected functions in the application that require the use of a certificate (e.g., authentication).  If any of these selected functions completes successfully, this is a finding. 

When testing the application with actual certificates, the finding details should include the following:

· Which of the invalid certificates was accepted (potentially more than one).

· The specific application functions that accepted the invalid certificate.

Alternatively, review the web server’s configuration to ascertain whether appropriate certificate validity checks are occurring.  If the web server does not check for and deny expired, revoked or improperly signed certificates, this is a finding.  The finding details should identify the incorrectly configured parameter(s) in the web server software.

If the application is not a web-application, work with an application SA to identify PK‑enabled application functions and then sequentially install the invalid certificates, testing each of the functions against each of the certificates.  Any successful use of any of the invalid certificates is a finding.  The finding details should include similar information to that captured for web applications.

Examine application source code related to PKI functions to the extent feasible.  Source code may not be available when platform software components perform all required certificate functionality.  If source code is available, search for conditional statements that examine certificate revocation lists, expiration dates, and digital signatures.  The absence of these constitutes a finding, but testing the application with actual certificates is the preferred approach because the reviewer may not be able to locate and assess relevant PKI statements in the source code.   
	4.2.7

DCBP-1, IATS-2 

1-CSP
2-CSP

3-CSP                                                                                                                                                                                                                                                                                                                      

	Comments:

	

	

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	I-II
	APP0140:  An application user or client authentication process is inadequate.


	Environment: Production


	N/A
	Pass
	Fail
	#
	Policy
	Reference

	
	
	
	1
	Instruction: First, inventory all the client authentication processes present in the application.  The term “client” can refer to both user processes and application components.  For example, a web server may effectively act as a client when authenticating with a backend database server.  Peer-to-peer processes also are included because each peer still acts in the role of a client or server for particular transactions.  Each process must be evaluated separately.  If multiple processes must be used for a single authentication attempt, the combination of the processes should be evaluated to ensure this check is fully met.

For each process, determine the nature of the authentication.  Authentication may involve one or more of the following:

· A password (something you know)

· An X.509 certificate or hardware token (something you have)

· A biometric (something you are)

In addition, the authentication may involve a user account database specific to the application or it may involve leveraging the authentication service of an operating system or directory service.

If the authentication process involves the presentation of a user account name only, then this is a finding.

If the authentication is based on passwords, the passwords must have the following characteristics:

· A minimum of eight characters 

· Include at least one uppercase alphabetic character

· Include at least one lowercase alphabetic character 

· Include at least one non-alphanumeric (special) character

· Expire after 90 days

· Be different from the previous 10 passwords used

· Be changeable by the administrator at any time

· Be changeable by the associated user only once in a 24 hour period (for human user accounts)

· Not be changeable by users other than the administrator or the user with which the password is associated.

In addition, the authentication process must disable a user account for a period of not less than 15 minutes if a user enters a passwords incorrectly more than three times in a 30 minute period.

To verify compliance with these requirements, check the configuration of the software that manages the authentication process (e.g., OS, directory, database or application software) and determine if each of the criteria listed are met.  Also sample individual accounts to determine if any of the policy settings are overridden (e.g., password set to never expire).  Focus on non-human user accounts, as these are the most likely to violate the stated requirements.  Non-human accounts, sometimes known as services accounts, may not be set to expire after 90 days.  If this is the case, ensure there is a policy in place to change the accounts yearly or when someone with access to the password leaves the duty assignment.

The configuration interface may not reveal information related to all the required elements.  If this is the case, attempt to violate each element to determine if the policy is enforced.  For example, attempt to change a password to one that does not meet the requirements. 

If there are any shortcomings in the password policy or the configured behavior of any user account, then this is a finding. The finding details should note which user accounts are impacted, which of the password parameters are deficient, the current values of these parameters, and the relevant required values.

If authentication is based on any technology other than a user ID and password, it must be at least as strong as a password-based authentication approach that complies with the standards listed above.  The primary measure of strength is that a brute force attack on the alternative authentication technology would expected to take at least as long as a brute force attack on an appropriately configured password system.  Most commercial token and biometric meet this criteria but study the technology carefully if it is non-standard.

The following part of this check, applies to unclassified systems only.  If authentication is based on DOD PKI certificates, check the certificate store on all relevant servers to ensure that MAC I applications only accept Class 4 certificates resident on tokens.  MAC II and MAC III applications may accept either Class 3 or Class 4 certificates resident either on tokens or on the local disk.  If the application accepts certificates other than those listed, this is a finding.  

If authentication is based on biometrics, perform a Biometric System SRR, when available.  If there are Category I or II findings from that review, then this check is marked as a finding as well.  The finding details briefly summaries major security issues with the biometric system.

Regardless of authentication approach, the application must authenticate each and every session.  Validate that the application prompts for credentials when opening a second session when one is already active.  In the case of a browser session, credentials can be cached within the browser and will reissue credentials without requiring user input.  In the case of a web based application, close all browser sessions and immediately initiate another session.  If the new session doesn’t require authentication, this is a finding.  For a non-web based application, if the application will initiate additional sessions without requiring authentication, then this is a finding.

Severity Determination:  All findings related to this PDI are a CAT II finding except the following, which are CAT I findings:

· Authentication is based on user name only

· Password policy permits null (blank) passwords

· Users cannot change their passwords

· No account lockout or alternative method to prevent repeated false logon attempts exists


	4.4.12

4.4.13

4.4.19

4.4.34

4.4.35

4.4.38

4.4.39

4.4.41

CJCSM 6510.01

APPENDIX A TO ENCLOSURE C Paragraph 10

IAIA-1,

ECLO-2

1-CS
2-CS

3-CS                                                                                                                                                                                                                                                                                                                      

	Comments:

	

	

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	

	CAT I
	
	CAT II
	


	CAT
	II 
	APP0160:  The application does not enable an application client to authenticate the application server with which it communicates.  
	Environment: Production


	N/A
	Pass
	Fail
	#
	Policy
	Reference

	
	
	
	1
	Instruction:  Ask the application SA or developer if the application enables clients to authenticate the server or the application it is communicating with.  The most common example of this type of authentication is when a client validates a server’s PKI certificate when initiating an SSL or IPSEC connection.  If the SA or developer answers that this capability is not present, then this is a finding.  If the SA or developer states that the capability is present, validate this by logging on to each component that supports authentication of servers.  For web applications, note cases in which the client browser issues a warning that the server’s certificate is not valid.  Reasons include:

· A trusted certificate authority did not issue the certificate

· The certificate has expired

· The name of the certificate does not match the URL of the page you are trying to view

If the server authentication process is not initiated by a user action (e.g., authentication of backend devices), then review the configuration of these devices to determine how the authentication occurs.  If the client’s authentication of the server does not involve cryptographic methods, this is a finding. 


	4.4.6

4.4.21

IATS-2,

IATS-1

1-CSP
2-CSP

3-CSP                                                                                                                                                                                                                                                                                                                      

	Comments:

	

	

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


3.2  User Account Management

The checks in this section involve the examination of existing user accounts for possible security weaknesses.  First, identify where application user IDs are stored.  Some applications may maintain IDs in more than one location.  If the user accounts used in the application are only operating system or database accounts these checks have been examined as part of a separate SRR.  In this case, all items in this section of the checklist should be marked as Not Applicable. 

	CAT
	I-II 
	APP0210:  Application user IDs are not unique.  
	Environment: Production


	N/A
	Pass
	Fail
	#
	Policy
	Reference

	
	
	
	1
	Instruction:   If the user accounts used in the application are only operating system or database accounts this check is Not Applicable.

Identify duplicate user IDs.  If these are not available, sort the list by the user name and, if applicable, associated user ID number so that duplicates will be contiguous and thus easier to locate. If any duplicates are discovered, this is a finding.  If the duplicate ID is a privileged user (i.e., if it has any administrative capability), this is a CAT I finding.  Any other duplicate is a CAT II finding.  The finding details should specify the duplicates by name, unless they are too numerous to document, in which case a numerical count of the IDs is more appropriate.  


	4.4.42

IAIA-1

1-CS

2-CS

3-CS

	Comments:

	

	

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	

	CAT I
	
	CAT II
	


	
CAT
	III 
	APP0220:  Inactive user IDs are not disabled.
	Environment: Production


	N/A
	Pass
	Fail
	#
	Policy
	Reference

	
	
	
	1
	Instruction: If the user accounts used in the application are only operating system or database accounts this check is Not Applicable.

Identify all users that have not authenticated in the past 90 days.  If any of these are enabled, this is a finding.


	4.4.44

IAIA-1

1-CS

2-CS

3-CS

	Comments:

	

	

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	I-II
	APP0230:  Unnecessary built-in user IDs are not disabled.
	Environment: Production


	N/A
	Pass
	Fail
	#
	Policy
	Reference

	
	
	
	1
	Instruction: If the user accounts used in the application are only operating system or database accounts this check is Not Applicable.

Built-in accounts are those that are added as part of the installation of the application software.  These accounts exist for many common commercial off-the-shelf (COTS) or open source components of enterprise applications (e.g., OS, web browser or database software).   If SRRs are performed for these components, then this is not applicable because the other SRRs will capture the relevant information and findings.  If not, then read the installation documentation to identify the built-in accounts.  Also peruse the account list for obvious examples (e.g., accounts with vendor names such as Oracle or Tivoli).  Verify that these accounts have been removed or disabled.  If enabled built-in accounts are present, ask the application representative the reason for their existence.  If these accounts are not necessary to run the application, this is a finding.  If any of these accounts are privileged, this is a CAT I finding.  If not, it is a CAT II finding.


	4.12.6

IAIA-1

1-CS

2-CS

3-CS

	Comments:

	

	

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	

	CAT I 
	
	CAT II 
	


	CAT
	I-II 
	APP0240:  User IDs have default or weak passwords.
	Environment: Production


	N/A
	Pass
	Fail
	#
	Policy
	Reference

	
	
	
	1
	Instruction:  Run a password-cracking tool, if available, on a copy of each account database (there may be more than one in the application infrastructure).  If the password-cracking tool is able to crack the password of a privileged user, this is CAT I finding.  For any other user, it is a CAT II finding.

If the password-cracking tool is unable to crack the password of an active built-in account, manually attempt to authenticate with the published default password for that account, if such a default password exists.  If any privileged built-in account uses a default password – no matter how complex – this is a CAT I finding.  If a non-privileged account has a default password, this is a CAT II finding.

If a password-cracking tool is unavailable, review the code or process that enforces password complexity.  If no code exists or the code is found to have weak passwords, this is a CAT II finding.  


	4.12.6

4.4.35

IAIA-1

1-CS

2-CS

3-CS

	Comments:

	

	

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	

	CAT I
	
	CAT II 
	


3.3 Data Protection

The following checks relate to the use of permissions and cryptography to protect data both while it is at rest and while it is in transit.  The checks should be performed on a production system because there is a significant probability that the infrastructure may be configured differently in the test and production environments.  

The checks in this section discuss protection of sensitive data.  DOD 8500.1 section E2.1.41 defines sensitive data as: Information the loss, misuse, or unauthorized access to or modification of could adversely affect the national interest or the conduct of Federal programs, or the privacy to which individuals are entitled under Section 552a of Title 5, United States Code, "The Privacy Act" (reference (ad)), but which has not been specifically authorized under criteria established by Executive order or an Act of Congress to be kept secret in the interest of national defense or foreign policy (Section 278g-3 of Title 15, United States Code, "The Computer Security Act of 1987" (reference (ae)).) This includes information in routine DoD payroll, finance, logistics, and personnel management systems. Sensitive information sub-categories include, but are not limited to the followingFor Official Use Only (FOUO), Privacy Data and  DoD Unclassified Controlled Nuclear Information,  Unclassified information on security measures (security plans, procedures and equipment) for the physical protection of DoD Special Nuclear Material (SNM), equipment, or facilities in accordance with DoD Directive 5210.83 (reference (ah)).

	CAT
	I-III
	APP0310:  Sensitive application data are not adequately protected at rest. 
	Environment: Production


	N/A
	Pass
	Fail
	#
	Policy
	Reference

	
	
	
	1
	Instruction:  Sensitive data must be protected by appropriate file permissions.  With respect to I&A information, only administrators and the application or OS process that access the information should have any permissions to these files.  In many cases, local backups of the accounts database exist so these must be included in the scope of the review.  If any other user has the ability to write to an I&A database or read authentication credentials, this is a CAT I finding.  If non-privileged users can read I&A information other than authentication credentials (e.g., list users but not passwords), this is a CAT III finding.  

Authentication credentials such as passwords are required to be encrypted.  Check the configuration of the application software to determine if encryption settings have been activated for the relevant data.  If these settings have not been turned on, this is a CAT II finding.  

If the data encryption functionality is not configurable and the I&A data are stored in ASCII or another readable format, examine the actual data to determine if they are in clear text.  If the data is readable, then this is a finding.  Also review source code to identify if procedure calls to encryption functions are present for this functionality.

Record findings, regardless of whether or not the vulnerability has been captured in another SRR.  For example, any weakness in OS authentication scheme that the application leverages applies both to the OS and the application.  

With respect to cryptographic keys, first inventory the keys resident on application servers (including X.509 certificates).  For the purposes of this checklist, no more than 20 keys need to be examined.  Based on the number of keys in the inventory, determine if all of the keys will be examined or just a sample.  If a sample will be selected, choose keys of a variety of types (certificate of a certificate authority, certificate of a user, private key of a user, etc.).

No user or process should be able to write to any file containing keys.  If keys need to be replaced or added, permissions can be changed temporarily for those events.  If any user or application process has write permissions to a file containing a key, this is a CAT I finding.

Determine whether when keys are read, that transaction occurs under 

the security context of a user account or of the application process (which would perform the transaction on behalf of the user).  Ensure that read permissions are granted only to the account(s) that must know the key to make the application function.  If any user groups are granted read permissions, check that the members of these groups contain only the users that require knowledge of the key.  If any user accounts have read (or greater) permissions to a private or secret key that do not require such permissions, this is a CAT II finding.  Similarly, if any group with read permissions contains a user that does not require such permissions, this is a CAT II finding.  The finding details should identify the offending user accounts.

With respect to non-public user data, ask the application SA or developer where application data are stored and how they are protected.  Identify data owners and any documented instructions they have regarding who should have what level of access to particular data.  Review permissions on selected application data files (or database tables).  Note all instances in which read or greater permissions are granted to world (or an equivalent, such as the Everyone group).  When user groups are granted permissions to application data files (or particular elements in a database), determine whether the membership of these groups consists of the users of the application under review.  Help desk personnel and even certain types of administrators may not have authorization to have access to the data.  

If the permissions granted to users are beyond the minimum necessary to meet business and application requirements, then this is a CAT II finding, except it is a CAT I finding in cases in which Everyone or its equivalent has these permissions.  In cases of uncertainty, presumption should be with the application SA or data owner because these individuals likely have a greater understanding of the application requirements than the reviewer.  So long as the justification for certain permissions is reasonable, it should be accepted.  Record findings only for permissions assignments that clearly make the data vulnerable to unauthorized users.

In order to determine permissions within Windows, use DumpSec, Reports, and Dump Permissions for FileSystem.  For Unix, use ls -l to get listing of files and permissions.  Examine the flags for read and write.  Look for World permissions and group permissions granted to non-administrative groups, which are the second and third rwx triples in the listing on each line.


	4.4.51

ECCR-1,

ECCR-2

1-CS

2-CS

3-CS

	Comments:

	

	

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	

	CAT I 
	
	CAT II 
	
	CAT III
	


	CAT
	I-II
	APP0320:  Sensitive application data is not adequately protected in transit.
	Environment: Production


	N/A
	Pass
	Fail
	#
	Policy
	Reference

	
	
	
	1
	Instruction: For the purposes of the SRR, sensitive data can be divided into two types: I&A and non-I&A.  All I&A information must be encrypted prior to transit regardless of the MAC or Sensitivity level.  The exception to this rule is public access applications, in which non-administrative users are never required to authenticate their identity.  Note that different types of encryption may be employed.  If a password or biometric is transmitted across a network, then the algorithm must be two-way so that the client can encrypt the information before sending it and then the server can decrypt it upon receipt.  In the case of challenge response methods such as the Challenge Handshake Authentication Protocol (CHAP), passwords are never transmitted between client and server.  Instead, a challenge response is encrypted with a one-way has algorithm.  Both methods are acceptable.

Identify what authentication protocols are utilized and which, if any, send passwords in clear text (e.g., Telnet, FTP and basic HTTP authentication).  If such techniques are used, determine if a lower-level protocol provides encryption service.  Examples include IPSEC, L2TP, PPTP and STU/STE devices.  If neither an authentication protocol nor a network service encrypts passwords before they traverse a network, this is a CAT I finding.  

Note: If application and database are collocated on the same machine data transmission between them does not need to be encrypted.

For non-I&A data, identify whether they are required to be encrypted prior to transit using the following table:

MAC Level

Sensi-

tivity

Admin Inside

Admin Outside

User Inside

User Outside

MAC I

Public
Required
Required
Not Required
Not Required
Sensitive
Required
Required
Recom-mended
Required
Classified
Required
Required
Recom-mended
Required
MAC II

Public
Required
Required
Not Required
Not Required
Sensitive
Required
Required
Not Required
Required
Classified
Required
Required
Not Required
Required
MAC III

Public
Required
Required
Not Required
Not Required
Sensitive
Required
Required
Not Required
Required
Classified
Required
Required
Not Required
Required
The term “inside” refers to cases in which data traffic travels exclusively within an enclave.  The term “outside” refers to cases in which data traffic travels across networks outside an enclave – i.e., networks that do not benefit from the IA controls required of DOD enclaves.  

If there is a requirement for encryption, identify how the application achieves it (e.g., through operating system or application software) and what protocol it employs (e.g., IPSEC, L2TP, SSL, SSH, etc.).  

Then examine the software configuration settings to determine if encryption has been activated.    If non-I&A data are not encrypted, this is a CAT II finding
	4.7.18

4.7.16

ECCT-1,

ECCT-2,

ECNK-1

1-CS

2-CS

3-CS

	Comments:

	

	

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	

	CAT I 
	
	CAT II 
	


	CAT
	II-III
	APP0330:  The application utilizes an unapproved cryptographic module.  
	Environment: Production


	N/A
	Pass
	Fail
	#
	Policy
	Reference

	
	
	
	1
	Instruction: Identify all application or supporting infrastructure features that utilize cryptography (file encryption, VPN, SSH, etc.).  Verify that the cryptographic modules are FIPS-140 compliant using the National Institute of Standards and Technology’s FIPS 140-1 and FIPS 140-2 Vendor List at http://csrc.nist.gov/cryptval/.  If the module does not appear on the list, this is a CAT III finding.  If it utilizes algorithm module that is on the list, this is not a finding.  If the application does not utilize cryptography and is not required to do so, this is not applicable.  If the application does not utilize cryptography but is required to do so, this is a CAT II finding.  This finding guidance is summarized in the following table:

No 

Module

Approved 

Module

Unapproved 

Module

Cryptography Required

CAT II Finding

Not a Finding

CAT III Finding

Cryptography Not Required

Not Applicable

Not a Finding

CAT III Finding


	4.2.4

ECCT-1,

ECCT-2,

ECCR-1, ECCR-2, DCNR-1 1-CSP

2-CSP

3-CSP

	Comments:

	

	

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	

	CAT II
	
	CAT III 
	


3.4  Audit

The following checks deal with the auditing of transactions and system events. 

	CAT
	II 
	APP0410:  The application does not adequately log security-relevant events.
	Environment: Production


	N/A
	Pass
	Fail
	#
	Policy
	Reference

	
	
	
	1
	Instruction: If one or more of the following events are not found in the log, do one of the following:

· Check the configuration of the audit facility to see if the configured policy calls for logging such an event.

· Perform a transaction that would generate such an event and verify that it appears in the audit log.

· Review source code to identify appropriate event handling routines.

Instruction:  Examine the application log files.  At a minimum, the following events should be audited:

Startup and shutdown

Authentication

Authorization/permission granting

Actions by trusted users

Process invocation

Controlled access to data by individually authenticated user

Unsuccessful data access attempt

Data deletion

Data transfer

Application configuration change

Application of confidentiality or integrity labels to data

Override or modification of data labels or markings

Output to removable media

Output to a printer

For classified applications: Changes of sensitivity labels on application-accessed data objects.

For each of these events, the items required to be included in the log files vary depending upon classification or MAC level.

For Classified or MAC I systems the following items are required to be in the audit log:

UserID of user or process ID of process causing the event

Successful or failure of attempt to access a security file

Date and time of the event

Type of event

Success or failure of event

Severity of event violation

Successful or failure of login attempt

Denial of access resulting from excessive number of login attempts

Blocking or blacklisting a UserID, terminal, or access port, and the reason for the action

Data required to audit the possible use of covert channel mechanisms

Privileged activities and other system level access

Starting and ending time for access to the application

Activities that might modify, bypass, or negate safeguards controlled by the system

Security-relevant actions associated with periods processing, or the changing of security labels or categories of information

For I&A events: origin of request (e.g., originating host’s IP address)

For write or delete events: name of data object written or deleted.

For Sensitive, private or Mac II systems the following items are required to be in the audit log:

UserID of user or process ID of process causing the event

Success or failure of attempt to access security file

Date/time of event

Type of event

Success or failure of event

Seriousness of event violation

Success or failure of login attempt

Denial of access resulting from excessive number of login attempts

Blocking or blacklisting of UserID, terminal, or access port, and reason for the action

Activities that might modify, bypass, or negate security safeguards controlled by the application, 

For I&A events: origin of request (e.g., originating host’s IP address)

For write or delete events: name of data object written or deleted

For Public or Mac III the following items are required to be in the audit log:

UserID of user or process ID of process causing the event

Success or failure of attempt to access security file

Date/time of event

Type of event

Success or failure of event

Seriousness of event violation

For I&A events: origin of request (e.g., originating host’s IP address)

For write or delete events: name of data object written or deleted

If all the required events and associated details are not included in the log or there is not logging mechanism, this is a finding.  The mechanism that performs auditing may be a combination of the operating system, web server, database, application, etc.


	4.9.22 4.10.13

4.10.4

ECAR-1,

ECAR-2,

ECAR-3

1-CSP

2-CSP

3-CSP

	Comments:

	

	

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	APP0420:  The application does not warn an administrator when the audit records are near full.
	Environment: Production


	N/A
	Pass
	Fail
	#
	Policy
	Reference

	
	
	
	1
	Instruction:  Examine the application documentation and ask the application representative what automated mechanism is in place to ensure the administrator is notified when the application logs are near capacity.  If a mechanism is not in place, this is a finding.  If the application representative or the documentation indicates a mechanism is in place, examine the configuration of the mechanism to ensure the process is present and executing.  If it is not, this is a finding. 
	4.10.10

ECAT-2

1-CSP

2-CSP

3-C

	Comments:

	

	

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	APP0430:  The application audit records are vulnerable to unauthorized deletion, modification, or disclosure.  
	Environment: Production


	N/A
	Pass
	Fail
	#
	Policy
	Reference

	
	
	
	1
	Instruction:  Locate the application audit log location.  Examine the properties of the log files.  For a Windows system, the NTFS file permissions should be System – Full control, Administrators and Application Administrators - Read, and Auditors - Full Control.  If the log files have permissions more permissive than what is listed, this is a finding.

For Unix systems, use the ls –la (or equivalent) command to check the permissions of the audit log files.  If excessive permissions exist, this is a finding.
	4.10.14

4.10.15

ECTP-1

1-CSP

2-CSP

3-CSP

	Comments:

	

	

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


3.5  Application Operation

The following checks deal with the operation of the application.  The checks involve looking at the operational environment of the application.

	CAT
	II
	APP0510:  Application role based access control does not enforce separation of duties.
	Environment: Production


	N/A
	Pass
	Fail
	#
	Policy
	Reference

	
	
	
	1
	Instruction: Ask the application representative if particular administrative and user functions can be restricted to certain roles.  The objective is to ensure that the application prohibits combination of roles that represent an IA risk.  In particular, inquire about separation of duties between the following:

· Personnel that review and clear audit logs and personnel that perform non-audit administration

· Personnel that create, modify and delete access control rules and personnel that perform either data entry or application programming.

If the application representative states that the application does not enforce separation of duties between the roles listed above, this is a finding.  If the representative claims that the required separation exists, identify which software component is enforcing it.  Evidence of enforcement can either involve the display of relevant security configuration settings or a demonstration using different user accounts, each assigned to a different role.  If the application representative cannot provide evidence of separation of duties, this is a finding.
	4.5.8

ECPA-1

1-CSP

2-CSP

3-CSP

	Comments:

	

	

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	I
	APP0515:  The application does not authorize actions before they are executed.
	Environment: Production


	N/A
	Pass
	Fail
	#
	Policy
	Reference

	
	
	
	1
	Instruction:  Ask the application SA or developer how the application authorizes transactions.  The authorization function may leverage file permissions enforced by the operating system or views enforced by the database software.  Alternatively, authorization mechanisms may be built into the application code.  If the latter is the case, ask the application developer to locate the modules in the code that perform the authorization function.  Review these to assess their adequacy.  The actual code review need not occur on a production system so long as it is equivalent to that code.

If the application leverages the access controls of the database or operating system software, identify cases in which permissions are granted to Everyone, world, public or similar user or group for which all users would be authorized.  Ask the application SA or developer if it is the stated intention that the resource be public – i.e., that Everyone be authorized to access the resource.  OS or database access controls must be evaluated in the production environment because there is a significant probability these differ from those in the test environment.

If neither the application code nor the access controls of supporting software provide appropriate controls preventing unauthorized users from performing transactions that require authorization, then this is a finding.  
	4.6.2

4.4.45

ECRC-1

1-CS

2-CS

3-CS

	Comments:

	

	

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	I-II
	APP0520:  The application process runs with privileges not necessary for proper operation.
	Environment: Production


	N/A
	Pass
	Fail
	#
	Policy
	Reference

	
	
	
	1
	Instruction: Identify the application user account(s) that the application uses to run.   These accounts include the application processes (defined by Control Panel Services (Windows) or ps –ef  (Unix).  Also for an n-tier application, the account that connects from one service (such as a web server) to another (such as a database server).

Determine the user groups in which each account is a member.  List the user rights assigned to these users and groups and evaluate whether any of them are unnecessary.  If the rights are unnecessary, this is a finding.   If the account is a member of the Administrators group (Windows) or has a User Identification (UID) of 0 (i.e., is equivalent to root) (Unix) this is a CAT I finding.  If this account is a member of the SYSAdmin fixed server role in SQL Server, this is a Cat I finding.  If the account has DDL (Data Definition Language) privileges, (create, drop, alter) or other system privileges this is a Cat I finding.  

Search the file system to determine if these users or groups have ownership or permissions to any files or directories.  

Review the list of files and identify any that are outside the scope of the application.  If there are such files, this is a finding.  Check ownership and permissions and identify permissions beyond the minimum necessary to support the application.  If there are instances of unnecessary ownership or permissions, this is finding.  The finding details should note the full path of the file(s) and the associated issue (i.e., outside scope, permissions improperly granted to user X, etc.).  
	4.3.5

ECLP-1

1-CSP

2-CSP

3-CSP

	Comments:

	

	

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	

	CAT I 
	
	CAT II 
	


	CAT
	II
	APP0530:  Session limits do not exist for the application.
	Environment: Production


	N/A
	Pass
	Fail
	#
	Policy
	Reference

	
	
	
	1
	Instruction: Work with the application representative to identify application modules that involve user or process sessions (e.g., a user may initiate a session with a web server, which in turn maintains sessions with a backend database server).  For each session type, ask the application representative the limits on (1) the number of sessions per user or process ID and (2) the maximum time length of an idle session.  If limits exist on the aggregate number of sessions or the length of time of any session (active or not), this is acceptable because they effectively place upper bounds on a single ID or idle process respectively.

If the application representative states that one or both of the limits is absent for one or more session types, this is a finding.  If the representative states that these limits exist, validate this either through one of the following methods:

· An examination of configuration settings 

· An examination of source code

In many cases, session parameters are not configurable or source code is not available.  The preferred method depends on the application environment.  

Even if the application does not provide time limits for idle sessions, such limits may exist at the transport layer (e.g., TCP timeouts).  Consider all possible ways in which limits might be enforced before documenting a finding.  

If there is no evidence of a required session limit on one or more of the session types, this is a finding.  The finding details should note specifically which types of sessions are left unbounded and thus more vulnerable to denial of service attacks.

If the representative states that these limits exist, validate this by empirical testing (logon on multiple times and leaving sessions idle).  In some cases, testing session limits is not feasible because they may be set too high to properly simulate them during the review.  The preferred method depends on the application environment.  

If there is no evidence of a required session limit on one or more of the session types, this is a finding.  The finding details should note specifically which types of sessions are left unbounded and thus more vulnerable to denial of service attacks.


	4.9.5

4.5.14

4.5.15



	Comments:

	

	

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	APP0550:  A classification guide does not exist for the application.
	Environment: Production


	N/A
	Pass
	Fail
	#
	Policy
	Reference

	
	
	
	1
	Instruction: If the application is processed within a classified environment, ask for a Classification Guide.  If a Classification Guide does not exist, this is a finding.  If the application is processed only within an unclassified system, this is not applicable.


	DOD 5200.1-R, Para. 2-500

	Comments:

	

	

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	I-II
	APP0560:  The application does not mark printed and displayed output with appropriate classification labels.
	Environment: Production


	N/A
	Pass
	Fail
	#
	Policy
	Reference

	
	
	
	1
	Instruction: Before actual testing, determine which application functions to examine, giving preference to report generation capabilities and the most common user transactions that involve sensitive data (FOUO, secret or above).   Ask the application representative for the application’s classification guide.  This guide should document the data elements and their classification.  Logon to the application and perform these in sequence, printing output when applicable.  The application representative’s assistance may be required to perform these steps.  For each function, note whether the appropriate markings appear on the displayed and printed output. If a classification document does not exist, data must be marked at the highest classification of the system.  

Appropriate markings for an application are as follows:  For classified data, markings are required at a minimum at the top and the bottom of screens and reports.  For FOUO data, markings are required at a minimum of the bottom of the screen or report.  In some cases technology may prohibit the appropriate markings on printed documents. For example, in some cases, this is not possible to mark all pages top and bottom when a user prints from a browser.  If this is the case, ask the application representative if user procedures exist for manually marking printed documents.  If procedures do exist, examine the procedures to ensure that if the users were to follow the procedures the data would be marked correctly.  Also ask how these procedures are distributed to the users.

If appropriate markings are not present within the application and it is technically possible to have the markings present, this is a finding.  If it is not technically feasible to meet the minimum marking requirement and no user procedures exist or if followed the procedures will result in incorrect markings, or the procedures are not readily available to users, this is a finding.  By default, this finding should be treated as a CAT II finding.  If incorrect marking can lead to the loss of classified data (e.g. no markings exist on classified data), this should be upgraded to a CAT I finding.

In any case of a finding, the finding details should specify which functions failed to produce the desired results.  

After completing the test, destroy all printed output using the site’s preferred method for disposal (e.g., shredder).
	4.6.12

ECML-1

1-CS

2-CS

3-CS

	Comments:

	

	

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	

	CAT I 
	
	CAT II 
	


	CAT
	II
	APP0570:  The application modifies data files outside the scope of the application.
	Environment: Production


	N/A
	Pass
	Fail
	#
	Policy
	Reference

	
	
	
	1
	Instruction:  On each computer in the application infrastructure, search the file system for files created or modified in the past week.  If the response is too voluminous (more than 200 files), find the files created or modified in the past day.  Search through the list for files and identify those that appear to be outside the scope of the application.  Ask the application representative how the file relates to the application.  If the answer does not include a clear purpose for the creation or modification of the file, then this is a finding.  The finding details should include the full path of the file.

The method described above may not catch all instances of out-of-scope modifications because the file(s) may have been modified prior to the threshold date or because the files may be resident on a system other than those examined.  If additional information is obtained later in the review regarding improper modification of files, revisit this check.  This information may be uncovered when the reviewer obtains more detailed knowledge of how the application works during subsequent checks.  
	4.1.4

ECRC-1

1-CS

2-CS

3-CS



	Comments:

	

	

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	I-II
	APP0580:  Application users can circumvent the intended user interface to access resources in its supporting infrastructure.
	Environment: Production


	N/A
	Pass
	Fail
	#
	Policy
	Reference

	
	
	
	1
	Instruction: Review the application architecture and identify the application’s “threat surface” – i.e., access points into each of the application’s networked components.  For example, a backend server may accept SQL queries and SSH connections and also have an NFS share.  Next, examine firewall rules and router ACLs that prevent clients from reaching these access points, effectively reducing the area of the threat surface.  For example, if the backend database accepts queries but is in an enclave where there are no user workstations and firewall rules allow only web traffic, this is not a finding.

For each the remaining access points, attempt to access these resources in a similar manner as the application would without utilizing the user interface (e.g., send SQL query using a tool outside of the application or attempt to access a share using command line utilities).  If a user can authenticate to any of these remaining access points outside of the intended user interface, then this is a CAT II finding.  The finding details should note the application component accessed and the method or tool used to access it.  

If the application is a web application, logon and perform several routine functions, saving URLs at each step.  After log out, use the saved URLs to determine if a resource can be obtained without authentication.   Enter the IP addresses and host names of supporting servers to determine if these other servers can be directly accessed without first accessing the portal.  If access is granted without any authentication, this is a CAT I finding.
	4.3.12



	Comments:

	

	

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	

	CAT I 
	
	CAT II 
	


3.6 Production Application Configuration  

The following checks deal with the configuration of the application in the production environment.  If the production environment does not exist, these checks can be performed in the test environment.  If the checks are performed in the test environment, care should be taken to ensure that the application implementation plan includes any necessary steps that are needed to ensure the check will be met in the production environment.

	CAT
	III
	APP0610:  The application and supporting libraries contain code that is never invoked during operation. 
	Environment: Production


	N/A
	Pass
	Fail
	#
	Policy
	Reference

	
	
	
	1
	Instruction:  Ask if there is a documented process to remove code when it is no longer executed. Ask if there is process to ensure unnecessary code is not included into a release.  If a formal process is in place, conduct a spot check of the code directory, sampling at least four files, and ensure the code is executed for the application.  If multiple code libraries or directories are present ensure the sampling includes code for more than one library or directory.  If a documented process is not in place, single out at least 10 pieces of code for this check.  

For a web-based application, this code check should include both asp and html files, to the extent they exist.  For a database application, this check should include stored procedures.  For a client server or distributed application, this should include the Visual Basic or C (or the programming language that is being used) modules.  Ask the application representative to show the call statement that executes the code.  If code is found that is not being used, this is a finding.  Document the name of the file containing the offending code in the finding details.  
	4.3.4

DCSQ-1

1-CSP

2-CSP

3-CSP

	Comments:

	

	

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	III
	APP0620:  Application code and data are collocated.
	Environment: Production


	N/A
	Pass
	Fail
	#
	Policy
	Reference

	
	
	
	1
	Instruction: Ask the application representative or examine the application documentation to determine the location of the application code.   Examine the directory where the application code is located. If the application data is located in the same directory as the code, this is a finding.
	4.3.13

DCPA-1

1-CSP

2-CSP

	Comments:

	

	

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	APP0630:   The application environment uses unnecessary services or software within the environment.
	Environment: Production


	N/A
	Pass
	Fail
	#
	Policy
	Reference

	
	
	
	1
	Instruction:   Examine the configuration of the servers.  Determine what software is installed on the servers.  Determine which services are needed for the application by examining the SSAA documentation and interviewing the application representative.  If there are services or software present that are not needed for the application, this is a finding.  Some examples of this may be Office installed on a Domain Controller or FTP installed on a web server.
	4.3.1

	Comments:

	

	

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


3.7 Enclave Impact

The following checks address the inclusion of the application into the enclave and should be performed within the production environment.  If the production environment does not exist, these checks can be performed in the test environment.  If the checks are performed in the test environment, care should be taken to ensure that the application implementation plan documents how the application will be placed within the enclave and any processes or procedures that need to be included with the application to ensure compliance with the checks in this section. 

	CAT
	II
	APP0710:  The application network architecture inappropriately exposes resources that reside inside an enclave.  
	Environment: Production


	N/A
	Pass
	Fail
	#
	Policy
	Reference

	
	
	
	1
	Instruction:  Check that ACLs limit traffic to application servers.  Check that all externally accessible servers are in a DMZ.   

Check whether sensitive servers outside of the scope of the application are collocated on the same network segment as an application server.  If so, ensure that network controls are in place to protect the other servers if the application were to be compromised. 

Check all necessary ports and protocols needed for application operation that are needed to be accessed outside the local enclave against the DOD Ports and Protocols guidance to ensure compliance.


	4.3.19

DCPP-1

1-CSP

2-CSP

3-CSP

	Comments:

	

	

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	APP0730:  The application uses IA or IA enabled products that are not NIAP approved or not in the NIAP approval process.
	Environment: Production


	N/A
	Pass
	Fail
	#
	Policy
	Reference

	
	
	
	1
	Instruction:  List all IA or IA enabled products that are part of the application.  Such products must be satisfactorily evaluated and validated either prior to purchase or as a condition of purchase; i.e., vendors will warrant, in their responses to a solicitation and as a condition of the contract, that the vendor's products will be satisfactorily validated within a period of time specified in the solicitation and the contract. Purchase contracts shall specify

that product validation will be maintained for updated versions or modifications by subsequent evaluation or through participation in the National IA Partnership (NIAP).

If the products have not been evaluated or in the process of being evaluated, this is a finding.

According to NSTISSP 11, an IA-enabled product is a product or technology whose primary role is not security, but which provides security services as an associated feature of its intended operating capabilities. To meet the intent of NSTISSP 11, acquired IA-enabled products must be evaluated if the IA features are going to be used to perform one of the security services (availability, integrity, confidentiality, authentication, or non-repudiation). Therefore, the determination of whether an IA-enabled product must be evaluated will be dependent upon how that particular product will be used within the consumer's system architecture. Examples include such products as security-enabled web browsers, screening routers, and security-enabled messaging systems. Although NSTISSP #11 uses both terms, the policy as stated applies equally to both types of products. 

	4.3.14

DOD D 8500.1 Para. 4.17

DCAS-1

1-CSP

2-CSP

3-CSP

	Comments:

	

	

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	APP0740:  A disaster recover plan does not exist for the application.
	Environment: Production


	N/A
	Pass
	Fail
	#
	Policy
	Reference

	
	
	
	1
	Instruction:  Ensure that a disaster recovery plan is in place for the application.  If the application is part of the site’s disaster recovery plan, ensure that the plan contains detailed instructions pertaining to the application.
	DOD I 8500.2 – CODP-1, CODP-2,

CODP-3

1-CSP

2-CSP

3-CSP

	Comments:

	

	

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	APP0750:  Backups or backup procedures are incomplete.
	Environment: Production


	N/A
	Pass
	Fail
	#
	Policy
	Reference

	
	
	
	1
	Instruction:  Ensure backups are being performed on both application data and the underlying operating system and application components.  If backups are not being performed, this is a finding.


	DOD I 8500.2 – CODB-1, CODB-2,

CODB-3

1-CSP

2-CSP

3-CSP

	Comments:

	

	

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	APP0760:  A process does not exist to ensure application log files are retained for one year.
	Environment: Production


	N/A
	Pass
	Fail
	#
	Policy
	Reference

	
	
	
	1
	Instruction:  Ensure a process is in place to retain application audit logs files for one year.


	DOD I 8500.2 –

ECRR-1

1-CSP

2-CSP

3-CSP

	Comments:

	

	

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	I-II
	APP0770:  Sensitive information from production database exports remains unmodified after import to a development database.
	Environment: Production


	N/A
	Pass
	Fail
	#
	Policy
	Reference

	
	
	
	1
	Instruction:  Ask if any database exports from this database are imported to development databases.  If not, then this is Not a Finding.  If there are such exports, ask if policy and procedures are in place to require the modification of the production database account passwords after import into the development database.  If there are none, then this is a Finding.  If there are such exports, ask if the production database includes sensitive data identified by the data owner as sensitive such as financial, personnel, personal, HIPAA, Privacy Act, or classified data is included. If any are, then ask if it is modified or removed prior to or after import to the development database. (Classified data must be declassified before import.)  If it is not, then this is a Finding.

Severity Determination:  If classified information is being moved to an unclassified environment, this is a CAT I finding, otherwise this is a CAT II finding.


	Database STIG 2.3

DOD I 8500.2 –

ECAN-1
1-CS

2-CS

3-CS

	Comments:

	

	

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


3.8 Application Configuration and Authorization

The following checks address the configuration of the application and authorization of transactions.

	CAT
	II
	APP0810:  The application does not display an appropriate warning message upon user logon.
	Environment: Test or Production


	N/A
	Pass
	Fail
	#
	Policy
	Reference

	
	
	
	1
	Instruction:  Logon to the application.  If no warning message appears, then this is a finding.  If a warning message appears, read it to determine if it includes the following four general elements:

· Use of the application constitutes the user’s consent to monitoring

· Use of the application is limited to official US Government business only

· Unauthorized use is subject to criminal prosecution.

· Notice that this is a DOD system

The warning message does not need to include these statements verbatim but must convey the same meaning.  If one or more of the elements is missing from the warning message, this is a finding.  The finding details should note which of the elements is missing from the message.

If the only way to access the application is through the OS then an additional banner is not required at the application level.
	4.4.3

ECWM-1

1-CSP

2-CSP

3-CSP

	Comments:

	

	

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	I-II
	APP0820:  The application stores authentication credentials on client computers after a session terminates.
	Environment: Test or Production


	N/A
	Pass
	Fail
	#
	Policy
	Reference

	
	
	
	1
	Instruction:  Persistent cookies are the primary means by which an application stores authentication information over more than one browser session.  If the application is a web-based application, verify that Internet Explorer (IE) is set to warn the user before accepting a cookie.  Logon to the application and perform several standard operations, noting if the application ever prompts the user to accept a cookie.  Log out, close the browser and check the /Windows/cookies, /Windows/profiles/xyz/cookies, and the /documents and settings/xyz/cookies directories (where xyz is replaced by the Windows user profile name).  If a cookie has been placed in either of these directories, open it (using Notepad or another text editor) and search for identification or authentication data that remain after to check for sensitive application data.  If authentication credentials exist (e.g., a password), this is a CAT I finding.  If identification information (e.g., user name, ID or key properties) exists, but it not accompanied by authentication credentials such as a password, this is a CAT II finding. 

The application may use means other than cookies to store user information.  If the reviewer detects an alternative mechanism for storing I&A information locally, this is also a finding.   Guidance concerning the appropriate Severity Code is similar to that stated above for cookies.  The finding details should note the nature of the alternative method for storing the information, including the complete file path of any file containing sensitive information and the type of data contained within the file.
	4.7.20



	Comments:

	

	

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	

	CAT I 
	
	CAT II 
	


	CAT
	I
	APP0830:  Non-privileged users can perform privileged functions.
	Environment: Test or Production


	N/A
	Pass
	Fail
	#
	Policy
	Reference

	
	
	
	1
	Instruction:  If Oracle or SQL Server defined roles are being used, the Database SRR covers this check, then mark this check as Not Applicable.

 Log on as an unprivileged user.  Examine the user interfaces (graphical, web and command line) to determine if any administrative functions are available.  Privileged functions include the following:

· Create, modify and delete user accounts and groups

· Grant, modify and remove file or database permissions

· Configure password and account lockout policy 

· Configure policy regarding the number and length of sessions

· Change passwords or certificates of users other than oneself

· Determine how the application will respond to error conditions

· Determine auditable events and related parameters 

· Establish log sizes, fill thresholds and fill behavior (i.e., what happens when the log is full)

If non-privileged users have the ability to perform any of the functions listed above, this is a finding.  Finding details should specify which of the functions are not restricted to privileged users.  

Work closely with the application SA before testing any administrative changes to ensure local change management procedures are followed.  Immediately back out of any changes that occur during testing.  

Review administrative rights assignments in all application components, including the database software and operating system.  

On Windows systems, review each of the User Rights to determine which users and groups are given more than default capabilities. User Rights can be viewed by using DumpSec then selecting Reports, Dump Rights.

 If privileged rights are granted to non- privileged users, this is a finding.
	4.5.6

4.5.7

ECLP-1

1-CSP

2-CSP

3-CSP

	Comments:

	

	

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	APP0840:  Application users cannot explicitly terminate a session (logout).
	Environment: Test or Production


	N/A
	Pass
	Fail
	#
	Policy
	Reference

	
	
	
	1
	Instruction:  Log on to the application and then attempt to log out.  If this option is not available, ask the application SA to explain how this function is performed.  If the ability to log out is absent or is hidden to the extent most users cannot reasonably expect to easily find it, then this is a finding.
	4.4.47

DCSQ-1

1-CSP

2-CSP

3-CSP

	Comments:

	

	

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	I-III
	APP0850:  Authentication credentials or sensitive data is stored in code.
	Environment: Test or Production


	N/A
	Pass
	Fail
	#
	Policy
	Reference

	
	
	
	1
	Instruction: Review source code (including global.asa, if present), scripts, and HTML forms to locate any instances in which a password, certificate, or sensitive data  is included in code.  If any of these are found, then this is a finding. The finding details should note specifically where the offending credentials or data were located and what resources they enabled the application to access.   If credentials were found, check the file permissions on the offending file.  If the file permissions indicate that the file has no ACL (Everyone can read or is world readable) this is a CAT I finding.  If there is a level of file protection that requires that at least authenticated users have read access, this is a CAT II finding.  If a level of protection exists that only administrators or those with a UID of 0 can read the file this is a CAT III finding.
	4.4.30

4.7.17

	Comments:

	

	

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	

	CAT I 
	
	CAT II 
	
	CAT III
	


	CAT
	III
	APP0870:  Application code contains invalid references to network resources (pathnames, URLs, etc).
	Environment: Test or Production


	N/A
	Pass
	Fail
	#
	Policy
	Reference

	
	
	
	1
	Instruction: Search the source code for common URL prefixes and suffixes and to the extent feasible with available tools, NFS shares, NetBIOS shares and IP addresses.  If these references to network resources appear in the source code, this is a finding.  All such resources should be captured from configuration files. (i.e., “http://”, ftp://, “.mil”, “.com”) (e.g., “???.???.” where ? is a single-character wildcard)
	4.6.13

DCSQ-1

1-CSP

2-CSP

3-CSP

	Comments:

	

	

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


3.9 Mobile Code

The following checks deal with issues surrounding mobile code.  The checks involve application of the DOD mobile code policy.  The current types of mobile code as defined by the Mobile Code Policy are:

Category 1:

· ActiveX

· Windows Scripting Host when used as mobile code

· Unix Shell Scripts when used as mobile code

· DOS batch scripts when used as mobile code

Category 2:

· Java applets and other Java mobile code

· Visual Basic for Applications (VBA)

· LotusScript

· PerfectScript

· Postscript

Category 3:

· Javascripts (including Jscript and ECMAScript variants)

· VBScript

· Portable Document Format (PDF)

· Shockwave/Flash

	CAT
	II
	APP0910:  The application sends e-mail messages that include executable code.
	Environment: Test or Production


	N/A
	Pass
	Fail
	#
	Policy
	Reference

	
	
	
	1
	Instruction:   Interview the application representative to determine if the application sends email.  If the application does not send email, this is not applicable.  If the application sends email, ask for user documentation and test results of email portion of application.  Additionally execute the email portion of the application.  If possible, configure mail to send to an established email account.  If network configurations prevent actual mail delivery, perform the check by examining the mail in the mail queue. Examine documentation and email output.  If any email message contains files with the following extensions (.exe, .bat, .vbs,  .reg, .jse, .js, .shs, .vbe, .wsc, .sct, .wsf, .wsh), this is a finding; otherwise this is not a finding. 
	4.3.38

4.8.23

DCMC-1

1-CSP

2-CSP

3-CSP

	Comments:

	

	

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	APP0920:  The application transmits unsigned Category 1 or Category 2 mobile code.
	Environment: Test or Production


	N/A
	Pass
	Fail
	#
	Policy
	Reference

	
	
	
	1
	Instruction:  Interview application representative and examine application documentation to determine if Category 1 or 2 mobile code is used.  

The URL of the application must be added to the Trusted Sites zone.  This is accomplished via the Tools, Internet Options, and Security Tab.  Select the trusted sites zone.

Click the sites button.  Enter the URL into the text box below the Add this site to this zone message.  Click Add.  Click OK.

Next test the application.  This testing should include functional testing from all major components of the application.  If mobile code is in use, the browser will prompt to download the control.  At the download prompt, the browser will indicate that code has been digitally signed. If the code has not been signed or the application warns that a control cannot be invoked due to security settings, this is a finding.  
	4.3.42

DCMC-1

1-CSP

2-CSP

3-CSP

	Comments:

	

	

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	I
	APP0930:  The application transmits mobile code that attempts to access local operating system resources or establish network connections to servers other than the application server.
	Environment: Test or Production


	N/A
	Pass
	Fail
	#
	Policy
	Reference

	
	
	
	1
	Instruction:  If a determination was made in the previous check that the application does not contain mobile code, this is not applicable.

If mobile code is being transmitted by the application, examine the configuration of the test machine to ensure that no network connections exist.  This can be accomplished by typing the netstat command from the command prompt on a Windows client.  Ensure that after the mobile code is executed that network connections do not exist.  If connections exist, this is a finding.
	4.3.44

DCMC-1

1-CSP

2-CSP

3-CSP

	Comments:

	

	

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	APP0940: The application executes mobile code without requiring and validating digital signatures.
	Environment: Test or Production


	N/A
	Pass
	Fail
	#
	Policy
	Reference

	
	
	
	1
	Instruction:  Ask the application representative and examine the documentation to determine if the application accepts file inputs via email, ftp, file uploads or other automated mechanisms.  If the application does not accept inputs in this manner, this check is not applicable.  If the application accepts inputs, investigate the process that is used to process the request.  If the process could contain mobile code, a mechanism must exist to ensure that before mobile code is executed, its signature must be validated.  

The following examples are intended to show determination of the finding:  

Non-finding example:  The application allows upload of data.  The data file is parsed looking for specific pieces of information in an expected format.  An application program in accordance with established business rules then processes the data.  This situation would be not a finding.

Finding example:  The application allows upload of data.  The data file is sent directly to an execution module for processing.  This example could include a .doc file that is sent directly to MS Word for processing.  Using this example, if there was a process in place to ensure that the document was digitally signed and validated before processing, this would be not a finding.
	4.3.43

DCMC-1

1-CSP

2-CSP

3-CSP

	Comments:

	

	

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	APP0950:  The application utilizes a type of mobile code for which there is no established policy.
	Environment: Test or Production


	N/A
	Pass
	Fail
	#
	Policy
	Reference

	
	
	
	1
	Instruction:  Ask the application representative and examine the documentation to determine if additional mobile code types are being used that have not been defined in the mobile code policy. 

By definition, mobile code is software obtained from remote systems outside the enclave boundary, transferred across a network, and then downloaded and executed on a local system without explicit installation or execution by the recipient.  

In order to determine if an emerging technology is not covered by the current policy, excerpts of the DOD Mobile Code Policy dated 7 November 2000 are included so the reviewer knows what types of technologies are included, which he or she must know to determine what is outside the scope of the policy.

Items covered by the policy include:

· ActiveX

· Windows Scripting Host when used as mobile code

· Unix Shell Scripts when used as mobile code

· DOS batch scripts when used as mobile code

· Java applets and other Java mobile code

· Visual Basic for Applications (VBA)

· LotusScript

· PerfectScript

· Postscript

· Javascripts (including Jscript and ECMAScript variants)

· VBScript

· Portable Document Format (PDF)

· Shockwave/Flash

Currently the following are not designated as mobile code by the policy:

· XML

· SMIL

· Quicktime

· VRML (exclusive of any associated Java applets or JavaScript scripts)

The following are outside the scope of the DOD mobile code policy:

· Scripts and applets embedded in or linked to web pages and executed in the context of the web server.  Examples of this are Java servlets, Java Server pages, CGI, Active Server Pages, CFML, PHP, SSI, server-side JavaScript, server-side LotusScript.

· Local programs and command scripts.  

· Distributed object-oriented programming systems (e.g. CORBA, DCOM)

· Software patches, updates, including self-extracting updates - software updates that must be invoked explicitly by the user are outside the mobile code policy.  Examples of technologies in this area include: Netscape SmartUpdate, Microsoft Windows Update, Netscape web browser plug-ins and Linux.

If other types of mobile code technologies are present that are not covered by the policy, a written waiver must been granted by the CIO (allowing use of emerging mobile code technology).  If the application representative is unable to present the written waiver, this is finding.  If application representative provides acceptable waiver documentation, this is not a finding.
	4.3.47

DCMC-1

1-CSP

2-CSP

3-CSP

	Comments:

	

	

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


3.10  Code Based Elements

The following checks deal with the actual code of the application.  These checks will require the reviewer to examine application code. 

	CAT
	II
	APP1010:  An application process does not remove temporary objects from memory or disk before it terminates.
	Environment: Test


	N/A
	Pass
	Fail
	#
	Policy
	Reference

	
	
	
	1
	Instruction: Select several pieces of code that are representative of the application.  Check code to ensure that memory is being released.  This check should include ensuring that database connections are closed, if applicable.  If memory is not being released, this is finding.

Enter the application and perform selected actions.  Then exit the application, and search for files recently created.  

For a Windows System:

Use Windows Explorer to search for all files (*.*) created today, and then examine the times to narrow the scope of the files to examine.

For a Unix System:

Enter: 
# touch -t 200301211020 /tmp/testdatefile
 

The -t flag represents the time option.  The time format to be used with -t is {[CC]YYMMDDhhmm[ss]} where the century [CC] and the seconds [ss] are optional fields.
 

The resulting file is:
-rw-r--r--   1 root    root        0 Jan 21 10:20 /tmp/testdatefile
 

Enter a second command:
# find / -newer /tmp/testdatefile   --> This will produce all files on the system with a date later than that of 'testdatefile'
# find ./* -newer /tmp/testdatefile --> This will produce all files, recursively, in the current directory with a date later than that of 'testdatefile'
If this list includes temporary files that are not being deleted by the application, this is a finding.  
	4.7.11

4.7.22

ECRC-1

1-CS

2-CS

3-CS

	Comments:

	

	

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	I-II
	APP1020:  The application does not adequately validate user inputs before processing them.
	Environment: Test


	N/A
	Pass
	Fail
	#
	Policy
	Reference

	
	
	
	1
	Instruction:  Ask the application representative for the test plans for the application, which should be included in SSAA documentation.  Examine the test plan to determine testing was performed for invalid input.  (Invalid input includes presence of scripting tags within text fields, query string manipulation, SQL command, and invalid data types and sizes.)  If the test plans indicate these types of tests were performed, only a small sampling of testing is required.  If the test plans do not exist or do not indicate that these types of tests were performed more detailed testing is required.  Testing should include logging on the application and entering invalid data.  If there are various user types defined within the system, this test should be repeated for all user types.

For query string manipulation testing, determine if the user can gain access to data that should be outside the users security scope. For example, if a query string such as www.testweb.mil/apppage.asp?xyz=113&asd=185 gives the user access to data for data identifier number 185. Try to resubmit the query string with another three digit number say 186 to see if that data is displayed.  If that data is displayed and based upon security scheme of the application is not within the user’s scope, this is a CAT II finding.

For script tag embedding, select a text field of the application that accepts at least 15 characters.  Try to input a script tag (<script>) into the field.  If the data is accepted without an error, access the data entered via the application (this process will vary depending upon the application).  If the script tag in its entirety is displayed within the application this is a CAT II finding.

For SQL injection, select web pages for testing that use input fields that are matched against a field in the data.  For example, the reviewer may choose a page that has an input field looking for a name that will be used to match all names within the database.  Instead of entering a name such as smith, enter the following in the field: smith’ or 1=1 --. If the results display more names than smith, this is a finding.  If APP520 is a finding due to the application account being a member of the Administrators group (Windows), has a UID of 0 (i.e., is equivalent to root) (Unix), is a member of the SYSAdmin fixed server role in SQL Server or has DDL (Data Definition Language) privileges this finding (APP1020) should be upgraded to a CAT I finding.

For testing invalid sizes and types, test various fields on multiple HTML forms and other input mechanisms.  For example, if the field is for a SSN, enter a text string.  If the field is for a date, enter a word, etc.   If invalid data is accepted, this is CAT II finding.  

Overall, select a sampling of source code, look for conditional statements, regular expressions, or calls to input validation routines near input routines in source code.  Regular expression syntax varies depending upon programming language but will validate that the input data is of the expected format, length and type by validating it against elements in an expression.  If data input validation is not being performed, this is a CAT II finding.

Make note of any error messages that occur during this phase of testing.  These error messages will be used as input into check APP1040.
	4.8.5

4.8.6

4.8.7

4.8.8

4.8.9

4.8.10

4.8.11

4.8.12

4.8.13

DCSQ-1

1-CSP

2-CSP

3-CSP

	Comments:

	

	

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	

	CAT I 
	
	CAT II 
	


	CAT
	II
	APP1030:  The application is vulnerable to buffer overflows.
	Environment: Test


	N/A
	Pass
	Fail
	#
	Policy
	Reference

	
	
	
	1
	Instruction:  Ask the application representative for the test plans for the application.  Examine the test plan to determine testing was performed for buffer overflows.  If the test plans indicate that buffer overflow was performed, only a small sampling of testing is required.  If the test plans do not exist or do not indicate that buffer overflow was performed more detailed testing is required.  Testing should include logging on the application and entering data larger than the application is expecting.  

This testing should include the following:

· Very large number including large precision decimal numbers in numeric data fields

· Both negative and positive numbers should be included in numeric data fields 

· Large amounts of data (at least 1024K) into the text fields

· If the application is a web-based application that utilizes query strings, testing should include passing at least 500 characters of data into the query string parameter.  

If the application gives an error that indicates that the error condition is not being checked, this is a finding.

Additionally, source code checking should be done.  Select samples of source code to examine.  The following items should be checked:

· For C code, applications should use only signed values (not unsigned values)

· Buffer sizes should not be defined as a fixed size

· Buffer size should not be smaller than a source buffer

If any of these items are found in code, this is a finding.  

Make note of any error messages that occur during this phase of testing.  These error messages will be used as input into check APP1040.
	4.3.24

4.3.33

4.3.36

4.3.37

4.3.57

DCSQ-1

1-CSP

2-CSP

3-CSP

	Comments:

	

	

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II-III
	APP1040:  The application does not include an explicit error and exception handling capability.  Application error and exception messages displayed to users reveal information that could be utilized in a subsequent attack.
	Environment: Test


	N/A
	Pass
	Fail
	#
	Policy
	Reference

	
	
	
	1
	Instruction:  Use the error messages generated from APP1020 as input into this check.  Ensure that the application provides error-handling processes.  The application code should not rely on internal system generated error handling.  If the errors are not be handled by the application and are being processed by the underlying internal system, this is a CAT III finding.

Inspect the verbiage of the message.  Ensure that the application does not provide information that can be used by an attacker.  If any of the following types of errors are displayed, this is a CAT II finding.  Error messages should not include variable names, variable types, SQL strings, or source code.  Errors that contain field names from the screen and a description of what should be in the field should not be considered a finding.


	4.9.11

4.9.20



	Comments:

	

	

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	

	CAT II
	
	CAT III
	


	CAT
	II
	APP1050:  An application failure can result in an insecure state.
	Environment: Test


	N/A
	Pass
	Fail
	#
	Policy
	Reference

	
	
	
	1
	Instruction: Testing application failure will require taking down parts of the application.  Care should be taken to coordinate this with the application representative, particularly if this is a production application.  Examine application test plans to determine if this type of failure was tested.  If test plans exist, validate the tests by performing a subset of the checks.  If test plans do not exist, an application failure must be simulated.  Simulate a failure.  This can be accomplished by stopping the web server service and or the database service.  Check to ensure that application data is still protected.  Some examples of tests follow.  Try to submit SQL queries to the database.  Ensure that the database requires authentication before returning data.  Try to read the application source files, access should not be granted to these files because the application is not operating.  Try to open database files.  Data should not be available because the application is not operational.  If any of these tests fail, this is a finding.
	4.9.10

DCSS-1,

DCSS-2

1-CSP

2-CSP

3-CSP

	Comments:

	

	

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


Appendix A:  DOCUMENT CHANGE LOG

Version 2.1.2 
Minor editorial changes



Updated APP0140.  Decreased password reuse requirement from 24 to 10. 

Version 2.1.3
Updated references field to include DODI 8500.2 references and associated MAC and Confidentiality Levels where applicable.


Updated APP0320.  If application and database are collocated on the same machine data transmission between them does not need to be encrypted.

Updated APP0410.  Added a statement that the mechanism that performs auditing may be a combination of the operating system, web server, database, application, etc.

Updated APP0730.  Added a definition of IA enabled products as defined by NSTISSP 11. 

Version 2.1.4 


Updated APP0140.  Added additional clarification if multiple authentication processes are being used.



Updated APP0125 and APP0130 to allow downgrade to a Severity IV finding if PKI is not implemented.



Added APP0770.
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Appendix B:  List Of Acronyms

	Acronym
	Term

	ACL
	Access Control List

	CAC
	Common Access Card

	CFML
	ColdFusion Markup Language

	CGI
	Common Gateway Interface

	CHAP
	Challenge Handshake Authentication Protocol

	COBRA
	Common Brokerage Architecture

	COTS
	Commercial Off-the-Shelf

	DCOM
	Distributed Common Object Model

	DDL
	Data Definition Language

	DISA
	Defense information Systems Agency

	DOD
	Department of Defense

	DOS
	Disk Operating System

	FOUO
	For Official Use Only

	FSO
	Field Security Operations

	FTP
	File Transfer Protocol

	HTTP
	Hypertext Transfer Protocol

	IA
	Information Assurance

	IAO
	Information Assurance Officer (formerly Information Systems Security Officer)

	IE
	Internet Explorer

	IP
	Internet Protocol

	MAC
	Mission Assurance Category

	NFS
	Network File System

	NIAP
	National Information Assurance Partnership

	NTFS
	New Technology (NT) File System

	OS
	Operating System

	PHP
	Personal Home Page Construction Kit

	PDI
	Potential Discrepancy Item

	PK
	Public Key

	PKI
	Public Key Infrastructure

	SMIL
	Synchronized Multimedia Integration Language

	SQL
	Structured Query Language

	SRR
	Security Readiness Review

	SSAA
	System Security Authorization Agreement

	SSI
	Server Side Include

	SSL
	Secure Socket Layer

	STIG
	Security Technical Implementation Guide

	TCP
	Transmission Control Protocol

	UID
	User Identification

	URL
	Universal Resource Locator

	VMS
	Vulnerability Management System

	VRML
	Virtual Reality Modeling Language

	XML
	Extensible Markup Language
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