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1.0
Purpose: This program informs USAID employee and contractor personnel of their information systems security responsibilities while involved in the management, operation, programming, maintenance, and use of USAID Information Technology resources.

2.0
Summary: This procedure provides guidance for implementing a computer security education program as required by the existing federal law and Agency directives.

3.0
Justification:  Computer Act of 1987, (Public Law 100-235), establishes requirements for the protection of automated information systems processing sensitive but unclassified information, including the establishment of a formal security education program. In addition, Office of Management and Budget Circular A-130 Appendix III (Revised) Security of Federal Automated Information Systems, Management of Federal Information Resources and other applicable federal directives provide similar directives regarding information systems security education topics. The 1997 USAID Inspector General Report confirms that the Agency is substantially deficient in this program area and directs the IRM/ISS department to properly address this issue in a timely fashion.

4.0 Definitions: 

Security Education. Any and all activities conducted for the USAID user community  that provides security knowledge and fosters a security mindset among USAID information systems users. Such activities include awareness and training items, products, programs, services, and events, and regular refresher activities. The Education program target audience ranges from end-users through senior Agency management and contract staff.

5.0
Background:

Information systems security education is required for all USAID employees and contractors who manage or use information resources that process sensitive information.

ISS education is required for the following audience categories:

· Executives;

· System Managers;

· Security and audit personnel;

· IT management and operations personnel; and

· End-users.

The major security education subject areas applicable to the USAID environment include:

· Awareness: Programs and products designed to convey general security information to the USAID systems users. Such activities range from the conduct of New Hire Briefings to developing security alert services, introduction to government computer security requirements, ad hoc awareness events, creating security literature, and promoting good security through the IRM/OD Security Website.

· Training: Programs and products designed to provide more specific information to enable Agency systems users functional support relevant to their role at the Agency. Training topics include: Security Planning and Management activities covering risk assessment, threat analysis, security training (“train the trainers”), and technical information for systems staff in securing and monitoring of systems within their cognizance. This will also provide IRM/ISS staff and consultants training applicable to their responsibilities in managing and conducting the IRM/ISS Security Program.

· Refresher Activities: Programs and products designed to provide continuing education to the Agency community on relevant security topics. Such programs include annual briefings, distance education refresher products, and related items.

The important aspects of the security education plan include the following:

· Implement an ISS education program for all personnel involved in the management, operation, programming, maintenance, and use of USAID information resources.

· Designate the Agency ISSO and/or his/her designated person as the responsible individual for the managing this program.

· Manage the Agency ISS education program by developing, scheduling, coordinating presenting, and monitoring education efforts.

· Monitor employees level of performance and recommend educational topics and potential plans of instruction to the Agency ISSO.

· Ensure that assigned personnel attend scheduled security education activities.

· Attend where possible industry and government-sponsored security education events to obtain new educational material and program ideas for use within USAID.

· Ensure the ADS is updated to include MISSEP policy provisions.

6.0 Responsibilities and Actions:

Responsibilities
Actions

IRM/OD Security Education Program Lead
Produce Information Systems Security Education Plan (ISSEP)

USAID ISSO
Assign resources to commence ISSEP activities.

IRM/OD Security & Contract Specialists
Conduct Security Education Program Activities in accordance with the ISSEP under the direction of the Education Program Lead.

IRM/OD Security, USAID ISSO, & Education Program Lead
Evaluate Success of ISSEP on a regular basis.

USAID ISSO
Provide recommendations and resource allocation for ISSEP follow-on and maintenance activities.

7.0
Forms and Formats:
As Needed. Formal Reporting Mechanism TBA.

8.0       Schedule: Projects outlined in Education Plan are already underway, with


resources in-place and/or allocated to begin immediately on the other areas of 


the Plan.

9.0 
Resources:

a. (1) NT-based Webserver (currently on order); 

b. (1) IRM/OD Security Consultant Full-Time (Education Program Lead);

c. (1) IRM/OD Security Consultant Part-Time (support Lead as needed);

d. Budget for Conferences, Training, and/or Products as appropriate.

10.0 Deliverables: Successful implementation of ISSEP Program Elements. 

11.0 Reporting: IRM/OD Security Consultant Education Program Lead will regularly 

report to the USAID ISSO on the status of the Education Program. Such reports 

will also include Consultant’s observations on areas of success and those requiring improvement.

12.0 Costs: TBD.

13.0 Remarks: N/A.

