1.1. GLOSSARY

	Access Control

	Security control designed to permit authorized access to an IT system or application.

	Accreditation

	A formal declaration by the Office Head that the IT is approved to operate in a particular security mode using a prescribed set of safeguards.  Accreditation is the official management authorization for operation of IT and is based on the certification process, as well as other management considerations.  The accreditation statement affixes security responsibility with the Office Head and shows that due care has been taken for security.

	Authentication

	Verification of the identity of a user, user device, or other entity, or the integrity of data stored, transmitted, or otherwise exposed to unauthorized modification in an IT.

	Automated Information System(s) (IT)
 
	An assembly of computer hardware, software and/or firmware configured to collect, create, communicate, compute, disseminate, process, store, and/or control data or information.  Used in both the singular and plural cases.

	Audit Trail

	A record showing who has accessed a computer system and what operations he or she has performed during a given period of time.  Audit trails are useful both for maintaining security and for recovering lost transactions.

	Automated Information System(s)  (AIS)  

	An assembly of computer hardware, software and/or firmware configured to collect, create, communicate, compute, disseminate, process, store, and/or control data or information.

	Availability of Data

	The state when data are in the place needed by the user, at the time the user needs them, and in the form needed by the user.

	Backup

	A copy of data and/or applications contained in the IT stored on magnetic media outside of the IT to be used in the event IT data are lost.

	Certification

	The comprehensive evaluation of the technical and non-technical security features of an IT and other safeguards, made in support of the accreditation process, that establishes the extent to which a particular design and implementation meet a specified set of security requirements.

	Ciphertext

	Form of cryptography in which the plaintext is made unintelligible to anyone, who intercepts it by a transformation of the information itself, based on some key.

	Confidentiality

	The concept of holding sensitive data in confidence limited to an appropriate set of individuals or organizations.

	Configuration Management

	The process of keeping track of changes to the system, if needed, approving them.

	Contingency Plan

	A plan for emergency response, backup operations, and post-disaster recovery maintained by an activity as a part of its security program that will ensure the availability of critical resources and facilitate the continuity of operations in an emergency situation.

	COTS Software

	Commercial Off The Shelf Software – software acquired by government contract through a commercial vendor.  This software is a standard product, not developed by a vendor for a particular government project.

	Data Integrity

	The state that exists when automated data is the same as that in source documents, or has been correctly computed from source data, and has not been exposed to alteration or destruction.

	Degaussing Media

	Method to magnetically erase data from magnetic tape.

	Default

	A value or setting that a device or program automatically selects if you do not specify a substitute.

	Dial-up

	The service whereby a computer terminal can use the telephone to initiate and effect communication with a computer.

	Encryption

	The process of making information indecipherable to protect it from unauthorized viewing or use, especially during transmission or storage.   Encryption is based on an algorithm and at least one key.  Even if the algorithm is known, the information cannot be decrypted without the key(s).

	Facsimile

	A document that has been sent, or is about to be sent, via a fax machine.


	Firewall
 
	A system or combination of systems that enforces a boundary between two or more networks.

	Friendly Termination

	The removal of an employee from the organization when there is no reason to believe that the termination is other than mutually acceptable.

	Gateway


	A bridge between two networks.

	Hardware

	Refers to objects that you can actually touch, like disks, disk drives, display screens, keyboards, printers, boards, and chips.

	Identification
 
	The process that enables recognition of a user described to an IT.

	Internet

	A global network connecting millions of computers.  As of 1999, the Internet has more than 200 million users worldwide, and that number is growing rapidly.

	Intranet

	A network based on TCP/IP protocols (an internet) belonging to an organization, usually a corporation, accessible only by the organization’s members, employees, or others with authorization.  An intranet’s Web sites look and act just like any other Web sites, but the firewall surrounding an intranet fends off unauthorized access.

	Intrusion Detection

	Pertaining to techniques, which attempt to detect intrusion into a computer or network by observation of actions, security logs, or audit data.  Detection of break-ins or attempts either manually or via software expert systems that operate on logs or other information available on the network.

	ISO/AISO

	The persons responsible to the Office Head or Facility Director for ensuring that security is provided for and implemented throughout the life cycle of an IT from the beginning of the concept development plan through its design, development, operation, maintenance, and secure disposal.

	Issue-specific Policy

	Policies developed to focus on areas of current relevance and concern to an office or facility.  Both new technologies and the appearance of new threats often require the creation of issue-specific policies (e.g., e-mail, Internet usage).

	IT Security

	Measures and controls that protect an IT against denial of and unauthorized (accidental or intentional) disclosure, modification, or destruction of ITs and data.  IT security includes consideration of all hardware and/or software functions.

	IT Security Policy  

	The set of laws, rules, and practices that regulate how an organization manages, protects, and distributes sensitive information.

	IT Systems 
	An assembly of computer hardware, software and/or firmware configured to collect, create, communicate, compute, disseminate, process, store, and/or control data or information.

	LDAP

	Short for Lightweight Directory Access Protocol, a set of protocols for accessing information directories. LDAP is based on the standards contained within the X.500 standard, but is significantly simpler.  And unlike X.500, LDAP supports TCP/IP, which is necessary for any type of Internet access.

	Least Privilege

	The process of granting users only those accesses they need to perform their official duties.

	Local Area Network

	A short-haul data communications systems that connects IT devices in a building or group of buildings within a few square miles, including (but not limited to) workstations, front end processors, controllers, switches, and gateways.

	Management Controls

	Security methods that focus on the management of the computer security system and the management of risk for a system.

	Modem

	An electronic device that allows a microcomputer or a computer terminal to be connected to another computer via a telephone line.

	Network

	Two or more systems connected by a communications medium; a network is composed of a communications medium and all components attached to that medium whose responsibility is the transference of information.

	Operating System

	The most important program that runs on a computer.  Every general-purpose computer must have an operating system to run other programs.  Operating systems perform basic tasks, such as recognizing input from the keyboard, sending output to the display screen, keeping track of files and directories on the disk, and controlling peripheral devices such as disk drives and printers.

	Operation Controls

	Security methods that focus on mechanisms that primarily are implemented and executed by people (as opposed to systems).

	Overwriting media

	Method for clearing data from magnetic media.  Overwriting uses a program to write (1s, Os, or a combination) onto the media.  Overwriting should not be confused with merely deleting the pointer to a file (which typically happens when a “delete” command is used).

	Password

	Protected/private character string used to authenticate an identity or to authorize access to data.

	Parity

	The quality of being either odd or even.  The fact that all numbers have parity is commonly used in data communication to ensure the validity of data.  This is called parity checking.

	PBX

	Short for private branch exchange, a private telephone network used within an enterprise.  Users of the PBX share a certain number of outside lines for making telephone calls external to the PBX.

	Peripheral Device

	Any external device attached to a computer.  Examples of peripherals include printers, disk drives, display monitors, keyboards, and mice.

	Port

	An interface on a computer to which you can connect a device.

	Port Protection Device

	A device that authorizes access to the port itself, often based on a separate authentication independent of the computer’s own access control functions.

	RADIUS

	Short for Remote Authentication Dial-In User Service, an authentication and accounting system used by many Internet Service Providers (ISPs).  When you dial in to the ISP you must enter your username and password. This information is passed to a RADIUS server, which checks that the information is correct, and then authorizes access to the ISP system.

	Real Time

	Occurring immediately.  Real time can refer to events simulated by a computer at the same speed that they would occur in real life.

	Remote Access

	The hookup of a remote computing device via communication lines such as ordinary phone lines or wide area networks to access network applications and information

	Risk

	The probability that a particular threat will exploit a particular vulnerability of the system.

	Risk Analysis

	The process of identifying security risks, determining their magnitude, and identifying areas needing safeguards.  Risk analysis is a part of risk management.

	Risk Management

	Process of identifying, controlling, and eliminating or reducing risks that may affect IT resources.

	Router

	An interconnection device that is similar to a bridge but serves packets or frames containing certain protocols.  Routers link LANs at the network layer.

	Rules of Behavior

	Rules established and implemented concerning use of, security in, and acceptable level of risk for the system.  Rules will clearly delineate responsibilities and expected behavior of all individuals with access to the system.  Rules should cover such matters as work at home, dial-in access, connection to the Internet, use of copyrighted works, unofficial use of Federal Government equipment, the assignment and limitation of system privileges, and individual accountability.

	Security Incident

	An adverse event in a computer system or the threat of such an event occurring.

	Security Plan

	Document that details the security controls established and planned for a particular system.

	Security Specifications

	A detailed description of the safeguards required to protect a system.

	Sensitive Data

	Any information, the loss, misuse, modification of, or unauthorized access to, could affect the national interest or the conduct of Federal programs, or the privacy to which individuals are entitled under Section 552a of Title 5, U.S. Code, but has not been specifically authorized under criteria established by an Executive order or an act of Congress to be kept classified in the interest of national defense or foreign policy.

	Separation of Duties

	A process that divides roles and responsibilities so that a single individual cannot subvert a critical process.

	Server

	The control computer on a local area network that controls software access to workstations, printers, and other parts of the network.

	Smart Card

	A credit-card-sized device with embedded microelectronics circuitry for storing information about an individual.  This is not a key or token, as used in the remote access authentication process.

	Software

	Computer instructions or data.  Anything that can be stored electronically is software.

	Software Copyright

	The right of the copyright owner to prohibit copying and/or issue permission for a customer to employ a particular computer program.

	SPAM

	To crash a program by overrunning a fixed-site buffer with excessively large input data.  Also, to cause a person or newsgroup to be flooded with irrelevant or inappropriate messages.

	System

	Set of processes, communications, storage, and related resources that are under the same direct management control, have the same function or Mission objective, have essentially the same operating characteristics and security needs, and reside in the same general operating environment.

	System Availability

	The state that exists when required automated information s can be performed within an acceptable time period even under adverse circumstances.

	System Integrity

	The quality that a system has when it performs its intended function in an unimpaired manner, free from deliberate or inadvertent unauthorized manipulation of the system.

	System Administrator

	The individual responsible for defining the system’s operating parameters, authorized functions, and security requirements.  This individual is usually the person who maintains the system on a day-to-day basis.

	System Owner
 
	The individual who is ultimately responsible for the function and security of the system.

	TCP/IP

	Transmission Control Protocol/Internet Protocol.  The Internet Protocol is based on this suite of protocols.

	Technical Controls

	Security methods consisting of hardware and software controls used to provide automated protection to the system or applications.  Technical controls operate within the technical system and applications.

	Technical Security Policy

	Specific protection conditions and/or protection philosophy that express the boundaries and responsibilities of the IT product in supporting the information protection policy control objectives and countering expected threats.

	Telecommunications

	Any transmission, emission, or reception of signals, writing, images, sound or other data by cable, telephone lines, radio, visual or any electromagnetic system.

	Threat

	Any circumstance or event with the potential to cause harm to a system in the form of destruction, disclosure, modification of data, and/or denial thereof.

	Trojan Horse

	Any program designed to do things that the user of the program did not intend to do, or that disguise its harmful intent.  A program that installs itself while the user is making an authorized entry; and, then is used to break-in and exploits the system.

	Unfriendly Termination

	The removal of an employee under involuntary or adverse conditions.  This may include termination for cause, RIF, involuntary transfer, resignation for “personality conflicts,” and situations with pending grievances.

	User

	Any person who is granted access privileges to a given IT.

	User Interface

	The part of an application that the user works with.  User interfaces can be text-driven, such as DOS, or graphical, such as Windows.

	Virus

	A self-propagating Trojan horse (a program that surreptitiously exploits the security/integrity of a program), composed of a mission component, a trigger component, and a self-propagating component.

	Vulnerability

	A weakness in automated system security procedures, technical controls, environmental controls, administrative controls, internal controls, etc., that could be used as an entry point to gain unauthorized access to information or disrupt critical processing.

	Wide Area Network

	A physical or logical network that provides capabilities for a number of independent devices to communicate with each other over a common transmission-interconnected topology in geographic areas larger than those served by local area networks.

	Vulnerability

	A weakness in system security procedures, system design, implementation, internal controls, etc., that could be exploited to violate the IT security policy.


