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1.
Purpose
This section establishes requirements for security screening of contract employees (1) who require staff-like access to Treasury owned or controlled facilities; or (2) who work for contractors, wherever located, on those contracts which involve the design, operation, repair or maintenance of information systems and access to sensitive but unclassified information. It applies to the Depart​mental Offices (DO), the Office of Inspector General (OIG) and all bureaus, hereafter referred to as Treasury/bureau. This section does not prescribe policy with respect to issuance of security clearances for access to classified national security information.

2.
Requirements
Contract employees described in Paragraph 1 shall be subject to security screening to determine their suitability and fitness for work on Treasury contracts. Investigation of contractors will be conducted: (1) by the Treasury/bureau hiring the contractor; (2) by another Federal agency; or 

(3) by a contracting firm knowledgeable of the background investigations program which has been selected by the hiring Treasury/bureau, in consultation with the Office of Security, Department of the Treasury. Treasury/bureau personnel security officers, in consultation with the Contracting Officer’s Technical Representative (COTR), Computer Security Officer, or appropriate Treasury/bureau official, shall weigh potential risks and the magnitude of loss or harm that could be caused by individual contract employees and determine risk levels for their facilities, information systems and sensitive but unclassi​fied information. In all cases, adjudication of the background investigations will remain with the Treasury/bureau personnel security officer. This applies to, but is not necessarily limited to, end-product vendors, consultants, subcontractors and other non-Federal employees; all hereafter referred to as contractors. Per Chapter IV, Number 4 of this manual, personal services contrac​tors shall be treated in the same manner as Treasury or bureau employees for the purpose of determining position sensitivity/risk and investigative requirements, and shall not be processed through the National Industrial Security Program.

3.
Authorities
a.
Treasury Order (TO) 101-05, Reporting Relationships and Supervision of Officials, Offices and Bureaus, Delegation of Certain Authority, and Order of Succession in the Department of the Treasury, dated May 4, 1995.

b.
Treasury Directive (TD) 71-10, Department of the Treasury Security Manual, dated January 16, 1992.

c.
TD 12-32, Delegation of Authority Concerning Personnel Security, dated October 15, 1997.

4.
References
a.
5 CFR 736, Personnel Investigations.
b.
OMB Circular A-130, Management of Federal Information Resources, dated February 20, 1996.

c.
National Institute of Standards Special Publication 800-4, Computer Security Considerations in Federal Procurements.
d.
Public Law 100-235, Computer Security Act of 1987.
5.
Definitions
a. 
Staff-like Access. Unescorted access to Treasury owned or controlled facilities, information systems, security items and products (as determined by Treasury/bureau officials), and/or sensitive but unclassified information by contractor personnel.

b.
Lawful Permanent Resident. Any individual who is not a citizen or na​tional of the United States who has been lawfully admitted into the United States and accorded the privilege of residing permanently in the U.S. as an immigrant in accordance with the immigration laws, such status not having changed.

c.
Contract. Any U.S. Government contract or agreement issued or made by or on behalf of the Secretary of the Treasury or Treasury/bureau head.

d.
Contractor. Any non-Federal employees working on any U.S. Government contract as defined above.

e.
Building Service Contract Employees. Includes, but is not limited to, custodians, mech​anics, electricians, plumbers, and guards.

6.
Security Screening
a.
Security screening ranges from minimal checks, to National Agency Checks and Inquiries, up to a limited or full background investigation. With the ex​ception of (b) below, the extent of the required investigation shall be deter​mined by the responsible personnel security officer and is dependent on the type of plan or project, nature of the facility, information system, security items or products, and/or sensitive but unclassified information involved in a given contract, and the duration of the work to be performed. Other admin​istrative, technical and physical security considerations may be factors gov​erning the type of security screening that may be required.

b.
All Treasury/bureau building service contract employees whose duration of employment exceeds thirty (30) days shall undergo, at a minimum, limited criminal history background checks as a condition of employment under the government contract. Such checks shall be based upon a technical search of the fingerprint files maintained by the FBI.

c.
Contract employees that are screened for work on applicable Treasury con​tracts under this section shall not be considered to have been granted secu​rity clearance for access to classified information on the basis of the successful completion of any required investigation under this section.

7.
Honoring Security Clearances
Treasury/bureau personnel security officers shall honor valid security clearances for access to classified information issued by other U.S. Government agencies or departments that are held by contractors provided the investigative basis for the clearance is current and meets investigative requirements. Additional security screening may be necessary if the clearance investigation is not sufficient to that needed for access to Treasury facilities, information systems, and/or sensitive but unclassified information.
8.
U.S. Citizenship or Lawful Permanent Resident Status
a.
Contractors hired for work within the United States or its territories and possessions who require access to Treasury owned or controlled facilities, information systems, security items or products and/or sensitive but unclassified information shall either be U.S. citizens or have lawful permanent resident status. Security screening requirements, however, apply to both U.S. citizens and lawful permanent residents hired as contractors.

b.
Contractors who have been certified by the Department of State Diplomatic Security Service as meeting investigative and adjudicative criteria for access to facilities under the authority of a Chief of Mission shall be deemed to meet personnel security standards for access to Treasury/bureau facilities in foreign countries.

9.
Solicitations and Contracts
Solicitations and contracts shall include an appropriate provision to the extent that contractor employee screening is required for access to Treasury/bureau facilities, information systems, security items and products, and/or sensitive but unclassified information. Said provision shall require successful contractor employees to execute appropriate security forms prescribed by the Treasury/bureau per​sonnel security component prior to contract work being performed and in advance of being granted access to Treasury facilities, information systems and/or sensitive but unclassified information.

10.
 Adverse Information and Revocation of Access
a.
When adverse information is developed in the course of an investigation, the scope of the inquiry will normally be expanded to the extent necessary to obtain such additional information as may be required to determine whether the contractor may be employed on a given contract and granted access to Treasury facilities, information systems, security items and products, and/or sensitive but unclassified information.

b.
A contract employee on whom unfavorable or derogatory information has been developed during a personnel investigation must be confronted with the information and offered an opportunity to refute, explain, clarify or mitigate the information in question. The employee should also be advised that neither the nature of the information or the results of the interview, if he/she is denied employability on the Government-funded contract, will be conveyed by the Treasury/bureau to the employer or any representative of the employer. Howev​er, if after final adjudication, a determination is made of ineligibility to render services on a contract and access to Treasury/bureau facilities is denied, the person will be formally notified and informed of the decision and the reason(s).

c.
Adverse information may not be disclosed to contractor’s employer since it could affect the contractor’s employment and possibly subject the Depart​ment to legal action. When denial of staff-like access is appropriate, the contractor shall be informed, simultaneously with notification to the affected employee, that the employee is denied staff-like access for reasonable cause, and that such finding makes the employee ineligible to render services (or otherwise perform) under the contract. This decision of the Government does not intend to imply that the employee’s suitability for employment elsewhere in the company is affected.

d.
Access to Treasury facilities, information systems, security items and prod​ucts, and sensitive but unclassified information is a privilege. It may be re​voked by the contracting Treasury/bureau based upon unsanctioned, negligent or willful action on the part of a contractor. This may include but is not limited to, exploration of a sensitive system and/or data, introduction of unautho​rized and/or malicious software, unauthorized modification or disclosure of systems and/or data, or failure to follow prescribed access control policies or procedures.

11.
Nondisclosure Agreement for Sensitive but Unclassified Information
a.
Treasury/bureau personnel security officers, in consultation with Treasury/ bureau computer security officers, contracting officers, and COTRs, shall determine whether sensitive but unclassified information, to which contract workers require access, warrants execution of a non-disclosure agreement as a condition thereof. When determined to be necessary following review and approval of Treasury/ bureau legal counsel, each non-disclosure agreement will reference the conditional nature of access to sensitive but unclassified information with respect to the contract work, or specialized project, for which such access is required.

b.
Attachment 1 is a sample non-disclosure agreement. Treasury/bureaus may draft and execute their own agreements, but a non-disclosure agreement other than Attachment 1 requires review and approval by legal counsel and the Office of Security prior to use. If a bureau uses Attachment 1, the bureau may only modify it by insertion of specific language in blank or parenthetical spaces relative to the contract, contracting Treasury/bureau or project. Other modifications require legal counsel and Office of Security approval. The original signed non-disclosure agreement shall be retained in the Treasury/bureau personnel security file and a copy shall be maintained in the official contract file. If requested, a copy may be furnished to the individual signatory.

c.
Bureaus are reminded that annual appropriations acts may contain provisions requiring the inclusion of specified text in nondisclosure agreements. See Section 623 in the Treasury Postal Service and General Government Appropriations Act, 1998 (Pub. Law 105-61; 111 Stat. 1272). Bureaus should consult with counsel to determine if statutes applicable at the time an agreement is executed require specified text.

12.
Cancellation
This issuance rescinds TD P 71-10 Chapter IV, Section 3, Investigative Requirements for Contract Employees, dated March 8, 1996.
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Attachment 1


(Project or Contract Name/number)


Conditional Access to Sensitive but Unclassified Information


Non-disclosure Agreement
I,__________ , hereby consent to the terms in this Agreement in consideration of my being granted conditional access to certain United States Government documents or material containing sensitive but unclassified information.

I understand and agree to the following terms and conditions:

1.
By being granted conditional access to sensitive but unclassified information, the United States Government has placed special confidence and trust in me and I am obligated to protect this information from unauthorized disclosure, in accordance with the terms of this Agreement.

2.
As used in this Agreement, sensitive but unclassified information is any information, the loss, misuse, or unauthorized access to or modification of which could adversely affect the national interest or the conduct of Federal programs, or the privacy to which individuals are entitled under Title 5 U.S.C.  552a, but which has not been specifically authorized under criteria estab​lished by an Executive Order or an Act of Congress to be kept secret in the interest of national defense or foreign policy.

3.
I am being granted conditional access contingent upon my execution of this Agreement for the sole purpose of (identify the nature of contract work or special project). This approval will permit me conditional access to certain information, (identify type(s) of information, e.g., documents, memoranda, reports, testimony, deliberations, maps, drawings, schematics, plans, assess​ments, etc.) and/or to attend meetings in which such information is dis​cussed or otherwise made available to me. This Agreement will not allow me access to materials which the (Treasury Department or name of Treasury/bureau) has predetermined, in its sole discretion, are inappropriate for disclosure pursuant to this Agreement. This may include sensitive but unclassified information provided to Treasury by other agencies of the United States Government.

4.
I will never divulge any sensitive but unclassified information which is provid​ed to me pursuant to this Agreement to anyone, unless I have been advised in writing by (the Treasury Department or name of Treasury/bureau) that the individual is authorized to receive it. Should I desire to make use of any sensitive but unclassified information, I will do so in accordance with paragraph 6 of this Agreement. I will submit to the (Treasury Department or name of Treasury/bureau) for security review, prior to any submission for publication, any book, article, column or other written work for general publication that is based upon any knowledge I obtained during the course of my work on (name of project) in order for the (Treasury Department or name of Treasury/bureau) to ensure that no sensitive but unclassified information is disclosed.

5.
I hereby assign to the United States Government all royalties, remunerations, and emoluments that have resulted, will result or may result from any disclo​sure, publication, or revelation of sensitive but unclassified information not consistent with the terms of this Agreement.

6.
If I am permitted, at the sole discretion of the (Treasury Department or name of Treasury/bureau), to review any official documents containing sensitive but unclas​sified information, such review will be conducted at a secure facility or under circum-stances which will maintain the security protection of such material. I will not be permitted to and will not make any copies of documents or parts of documents to which conditional access is granted to me. Any notes taken during the course of such access will remain at the (Treasury Department or name of Treasury/bureau), to be placed in secure storage unless it is determined by (Treasury or name of Treasury/ bureau) officials that the notes contain no sensitive but unclassified information. If I wish to have the notes released to me, (Treasury or name of Treasury/ bureau) officials will review the notes for the purposes of deleting any sensitive but unclassified information to create a redacted copy of the notes. If I do not wish a review of any notes that I make, those notes will remain in sealed in secure storage at the (Treasury Department or name of Treasury/bureau).

7.
If I violate the terms and conditions of this Agreement, I understand that the unauthorized disclosure of sensitive but unclassified information could com​promise the security of the (Treasury Department or name of Treasury/bureau).

8.
If I violate the terms and conditions of this Agreement, such violation may result in the cancellation of my conditional access to sensitive but unclassi​fied information. This may serve as a basis for denying me conditional access to (Treasury Department or name of Treasury/bureau) information, both classified and sensitive but unclassified information in the future. If I violate the terms and conditions of this Agreement, the United States may institute a civil action for damages or any other appropriate relief. The willful disclosure of informa​tion to which I have agreed therein not to divulge may constitute a criminal offence.

9.
Unless and until I am provided a written release by the (Treasury Department or name of Treasury/bureau) from this Agreement or any portions of it, all conditions and obligations contained in this Agreement apply both during my period of conditional access, which shall terminate at the conclusion of my work on (name of project/contract), and at all times thereafter.

10.
Each provision of this Agreement is severable. If a court should find any provision of this Agreement to be unenforceable, all other provisions shall remain in full force and effect.

11.
I understand that the United States Government may seek any remedy available to it to enforce this Agreement, including, but not limited to, application for a court order prohibiting disclosure of information in breach of this Agreement.

12.
By granting me conditional access to information in this context, the United States Government does not waive any statutory or common law evidentiary privileges or protections that it may assert in any administra​tive or court proceeding to protect any sensitive but unclassified informa​tion to which I have been given conditional access under the terms of this Agreement.

13.
These restrictions are consistent with and do not supersede, conflict with or otherwise alter the employee obligations, rights or liabilities created by Executive Order 12356; Section 7211 of Title 5, United States Code (governing disclosures to Congress); Section 1034 of Title 10, United States Code, as amended by the Military Whistleblower Protection Act (governing disclosure to Congress by members of the military); Section 2302(b)(8) of Title 5, United States Code, as amended by the Whistleblower Protection Act (governing disclosures of illegality, waste, fraud, abuse or public health or safety threats); the Intelligence Identities Protection Act of 1982 (50 U.S.C. 421 et seq.)(governing disclosures that could expose confidential Government agents), and the statutes which protect against disclosure that may compromise the national security, including Sections 641, 793, 794, 798, and 952 of Title 18, United States Code, and Section 4(b) of the Subversive Activities Act of 1950 (50 U.S.C. Section 783 (b)). The definitions, requirements, obligations, rights, sanctions and liabilities created by said Executive Order and listed statutes are incorporated into this Agreement and are controlling.

14.
My execution of this Agreement shall not nullify or effect in any manner any other secrecy or nondisclosure Agreement which I have executed or may execute with the United States Government.

15.
I make this Agreement in good faith, without mental reservation or pur​pose of evasion.

__________________________


__________________________

Name







Date

This Agreement was accepted by the undersigned on behalf of the (Treasury Depart​ment or name of Treasury/bureau) as a prior condition of conditional access to sensitive but unclassified information.

___________________________


___________________________

Department of the Treasury



Date

(or name of Treasury bureau)
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