
Sample Generic Policy and High Level Procedures
 for

Data Integrity/Validation

Issue Statement

XX Agency Automated Information Systems Security Program (AISSP) Handbook, requires that appropriate safeguards be implemented to minimize the risk to XX Agency systems from malicious software and intrusions. 

Organization’s Position

XX Agency has been entrusted with sensitive, personal data to accomplish its goals.  The success of XX Agency programs depends on the availability, integrity and confidentially of LSA data.  One of the mechanisms to protect Large Security Application (LSA) data is to implement data integrity and validation controls. Data integrity controls are used to protect data from accidental or malicious alteration or destruction and to provide assurance to the user that the information meets the expectations about its quality and that it has not been altered.  Validation controls refer to tests and evaluations used to determine compliance with security specifications and requirements. 

Applicability

These procedures apply to all personnel who use, manage, design or implement LSA programs. 

Roles and Responsibility

Director, Federal Systems shall:

· publish and maintain policy guidelines on data integrity and validation controls, and

· assign responsibility for implementing the guidelines.

Information Systems Security Officer shall:

· prepare policy on data integrity and validation controls, 

· monitor the adherence to the data integrity and validation control policy, and
· ensure personnel are trained in installing, operating, and maintaining the data integrity and validation controls.
Application Managers/Supervisors shall:

· ensure data integrity and validation controls are installed, operated and maintained, 
· inform the LSA Security Officer of any suspected incidents or security breaches, and
· for suspected disclosures of tax data, inform the ISSO who will contact XX Agency management. 
LSA Security Officer - XX Agency Site shall:

· work with XX Agency management to ensure all XX Agency systems hosting LSA data install, operate and maintain the required data integrity and validation controls, and

· inform the ISSO and XX Agency Security Personnel of any suspected incidents or security breaches involving LSA data. 

System Operators/Application Programmers/Users shall report any suspected incidents or security breaches to the Application Manager/Supervisor.

Data Integrity and Validation Rules

· Reconciliation routines (checksums, hash totals, record counts) shall be used to ensure software has not been modified.

· Integrity verification programs such as consistency and reasonableness checks shall be used by all LSA applications to look for evidence of data tampering, errors, and omissions.

· System performance monitoring shall be used to analyze system performance logs in real time to look for availability problems, including active attacks, and system and network slowdowns and crashes.

· All LSA applications must prevent unauthorized access to data by clearing all tax information on objects (disk, tape, or storage device) before the objects are allocated or reallocated to a different application.

· Any suspected violations of data integrity, denial of service, compromises of data – sold or used in an unauthorized fashion, loss of accountability, or damage to any part of the system shall be reported to the application manager/supervisor and the LSA Security Officer.

· A sign-on warning banner shall be displayed at the time of logging on to an LSA application. 

Compliance

All personnel are required to comply with the requirements contained in the XX Agency AISSP Handbook.

Supplementary Information

· XX Agency AISSP Handbook. May 1994.

· National Institute of Standards and Technology Special Publication 800-12, "An Introduction to Computer Security: The NIST Handbook.”  October 1995.

Points of Contact 

Information Systems Security Officer 
LSA Security Officer – XX Agency Site












































� This document was written for a large application it can be modified to service as a chapter in an organization’s information security manual by replacing any reference to one application with the words “all systems.”
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